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N-TRON

THE INDUSTRIAL NETWORK COMPANY

7014TX, 7014FX2, and 7014FXE2 Industrial Gigabit Ethernet Switch Installation Guide

The NTRON 7QL4 Series Gigabit compatible Industrial Ethernet Switch offers outstanding performance and ease of use. It
ideally suited for connecting Ethernet enabled industrial and or security equipment and is a fully managed switch.

PRODUCT FEATURES PRODUCT CONFIGURATIONS
A Ful 802.3 Gmitiance A7014TX i Twelve 10/100 Bas&X RJ45 Copper Ports,
A Ten 10/ 1%BPoBsaseTX RJ and two optionaSFP transceivers
A Twel ve 10/-450P6rts BaseTX F A7014FX2i Ten 10/100 Bas@X RJ45 Copper Ports, two
(7014TX model only) multimode 100BaseFX Ports (SC or ST), and
A Two Optional Gigabit p two optional SFP transceivers
0 1000BaseSX/LX Ports, LC style, and/or A7014FXE2i Ten 10/100 Bas&X RJ45 CoppePorts, two
0 1000BaseT Ports, RJ45 style singlemode 100BaseFX Ports (ST or SC)
A Two Optional 100BaseFX (15, 40, or 80 km) and two optional SFP transceivers

(7014FX2 and 704 FXE2 models only)
Extended Environment al
A Autosensing 10/ 100Bas e MANAGEMENT FEATURES
A oOoffers Rapid Spanning
A Tr unk wirdntunking tepable sMitches A | GMP Snoopi ng
A Store & Forward TechnoA VLAN
é Plug and Play | GMP SupA QoS
R

ugged DinRail Enclosure ATrunking
A Redundant ROMD) I nputsA Mirroring
A Full SNMP A 8 0-20041R@pid Spanning Tree
A Web Br o wsewSwitchaviordtoring A -Rl N G E-Tron\proprietary Ring Management)

FC (€ 2 Pc
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Copyright, © NTron Corp., 20082010
820 S. University Blvd., Suite 4E
Mobile, AL 36609 USA

All rights reserved. Reproduction, adaptationtranslation without prior written permission fromMon Corp. is prohibited, except as allowed
under copyright laws.

Ethernet is a registered trademark of Xerox Corporation. All other product names, company names, logos or other desegativets
herein are trademarks of their respective owners.

The information contained in this document is subject to change without notid@onNCorp. makes no warranty of any kind with regard to
this material, including, but not limited to, the implied warrastf merchantability or fithess for a particular purpose. In no event sfiadiN
Corp. be liable for any incidental, special, indirect, or consequential damages whatsoever included but not limiteabfitslasispng out of
errors or omissions ihts manual or the information contained herein.

Warning

Do not perform any services on the unit unless qualified to do so. Do not substitute unauthorized parts or make unaattificagdns to
the unit.

Do not operate the unit with the top covemioved, as this could create a shock or fire hazard.
Do not block the air vents on the sides or the top of the unit.

Do not operate the equipment in the presence of flammable gasses or fumes. Operating electrical equipment in sucmemt eovistiites
a definite safety hazard.

Do not operate the equipment in a manner not specified by this manual.

Safety Warnings
GENERAL SAFETY

WARNING: If the equipment is used in the manner not specifieddydwh Corp., the protection provided by the equiptmaay be
impaired.

LASER SAFETY (FXE Models-40,-80 and optional SFRX -40,-70 and-80)

CAUTION: CLASS 1 LASER PRODUCT. Do not stare into the laser!

Contact Information

N-Tron Corp.

820 South University Blvd.

Suite 4E

Mobile, AL 36609

TEL: (251) 3422164

FAX: (251) 3426353

WEBSITE: www.n-tron.com

E-MAIL: N-TRON_Support@+ron.com
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ENVIRONMENTAL SAFETY

WARNING: Disconnect the power and allow to c&oiinutes before touching.

ELECTRICAL SAFETY

WARNING: Disconnect the power cable before removing any modules, or any enclosure panel.

WARNING: Do not operate the unit with the any cover removed.

WARNING: Properly ground the unit before connectingthing else to the unit. Units not properly grounded may result in a safety risk and
could be hazardous and may void the warranty. See the grounding technique section of this user manual for properumaythéougia

WARNING: Do not work on equipent or cables during periods of lightning activity.

WARNING: Do not perform any services on the unit unless qualified to do so.

WARNING: Do not block the air vents.

WARNING: Observe proper DC Voltage polarity when installing power input cables. Reyswdiage polarity can cause permanent damage
to the unit and void the warranty.

7014 Series Hazardous Location Installation Requirements

1.

2.

WARNING: Explosion Hazard, do not disconnect while circuit is live, unless area is known to-bazemdous.

WARNING: Explosion Hazard do not replace the device unless power has been switched off or the area is know to be
non-hazardous.

WARNING: Input and output wiring must be in accordance with Class I, Div 2, and in accordance with Local &
National Codes ofuthorities Having Jurisdiction.

WARNING: Explosion Hazard Substitution of components may impair suitability For Class I, Div. 2.
This equipment is suitable for use in Class I, Div. 2, Groups A, B, C, D ehamerdous locations only.

Power must bsupplied by an isolating source, and.@ A max rated UL recognized fuse must be installed immediately
before the unit.

Class I, Div 2 installations require that all devices connected to this product must be UL listed for the area in which it is
installed.

Use 60/75°C rated Copper wire, (0.22Nm) 2 ifleh Tightening torque for field installed conductors.
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PACKAGE CONTENTS
Please make sure the 7014 Series Gigabit Ethernet Switch package contains the following items:

1. 7014 Series Switch
2. Product CD

Contact your carrier if any items are damaged.
Installation
Read the following warning before beginning the installation:

WARNING

Never install or work on electrical equipment or cabling during periods of lightning activity. Never connect or discoweect p
when hazardous gasses are present.

Disconnect the power cable before removing any enclosure panel.

UNPACKING

Remove all the equipment from the packaging, and store the packaging in a safe place. File any damage claims with the carrie
CLEANING

Clean only with a damp cloth.
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DIN RAIL MOUNTING

Install the unit on a standard 35Smm BRna i | . Recess the 7014TX unit to all ow a
bend radius. Recess t he 7014 Feérancalfor fiber cdable bead rddionsw  a t | east

7, 7,

To mount the unit to the 35mm drail, place top edge of the brack To remove the unit from the 35mm iail, place a flat

on the back of the unit against the-d&il at an upward angle. Lowe head screwdriver into the release clip at the bottom ot

the bottom of the unit until it snaps into place. unit, and push den on the clip until it disengages frol
the bottom of the unit from the diail. Lift the bottom of

Note: When mounting thswitch in the vertical position, you mu: the unit up at an approximate 45° upward angle

orientate the power connector to the top as shown above for p completely remove the unit.

ventilation.

et e —

Most NTr onE products
mounted on industry standa@bmm DIN
Rail. However, DINRail mounting may not
be suitable for all applications. Our Univers
Rack Mount Kit (P/N: URMK) may be use
to mount the 7014 Series to standard :
racks as an option.
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FRONT PANEL

N-TRON 7014TX

1 3

) 7 9

N-TRON 7014Fx2
5 7 9

13

[UaI AT LAITAm
- o S ] i I N ] ]

From Top to Left:

Gigabit Ports 1000 Base SFP Copper or Fiber Transceivers (Optional)
RJ45 Ports Auto Sensing 10/100 Bagex Connections

Fiber Ports 100 Base&=X Connections (only on 7014FX2 model)

0] Green LED lights when Power is supplied to the unit

NOTE: TheRJ4slat a port has two LEDGO6s | ocated on each
and the right LED indicates ACTIVITY.

L E D 6Tse table below describes the operating modes:

LED Color Description
GREEN | Power is Applied
O
OFF Power is OFF
GREEN | 10/100/1000Mb Link between ports
LNK
OFF No Link between ports
GREEN | Data is active between ports
ACT
OFF Data is inactive between ports
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APPLYING POWER (Side View)

1 Unscrew & Remove the DC Voltage Input
Plug from the Power Input Header

1 Instal the DC Power Cables into the Plug
(observing polarity).

1 For best results keep the power cable length
to a maximum of one (1) meter.

1 Plug the Voltage Input Plug back into the
Power Input Header.

1 Tightening torque for the terminal block
power plug i90.5 Nm/0.368 Pound Foot.

1 Verify the Power LED stays ON (GREEN).

Note: Only 1 power supply must be connected to power for minimal operation. For redundant powe
operation, \{ and \ inputs must be connected to separate DC Voltage sources. This deviceawill dr
current from both sources simultaneously. Us€8@auge wire when connecting to the power supply.

Recommended 24V DC Power Supplies, similar to&fl N 0 n 6 STP324-8I

1 Input AC 115/230V 1 Power 30V

1 Output DC 2428V 1 35 mm DINRail Mountable

1 Output Current 3A @ 24V 1 Dimensions: 45X75X91 mm
2.6A @ 28V
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Connecting the Unit

For FX/FXE units, remove the dust cap from the fiber optic connectors and connect the fiber optic cable
The TX port on the FX/FXE models should lmnnected to the RX port of the far end station. The RX port
on the FX/FXE versions should be connected to the TX port of the far end station.

For 10/100 Basd X ports, plug a Category 5E twisted pair cable into the RJ45 connector. Connect th

otherendt o t he f ar end station. Veri fy that t he

completed. To connect any port to another device (end node, Switch or Repeater), use a standard Cate

5E straight through or crossover cable F - ] ! .
v

with a minimum length bone meter and a
maximum length of 100 meters..

N-Tron recommends the use of pre
manufactured Cat5E cables to ensure the
best performance. If this is not an option
and users must terminate their own ends
on the Cat5E cables; one of the two color
codedstandards shown to the right should
be utilized. If a user does not follow one
of these two color code standards then the
performance and maximum cable distance

will be reduced significantly, and may EIA 568A EIA 568B
prevent the switch from establishing a

link.

L
=1
o
<C
(&
(3
[Yo]
'_
<C
O

CATb5e CABLE
CAT5e CABLE
CAT5e CABLE

Warning: In absence of RSTP or Proprietary Ring control on the specific ports connected, creating a port
to port connection on the same switch (i.e. loop) is an illegal operation and will create a broadcast storm
which will crash the network!
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N-TRON SWITCH GROUN DING TECHNIQUES

The grounding philosophy of any control system is an integral part of the desigmonNswitches are
designed to be grounded, but the user has been given the flexibility to float the switch when required. T
best noise immunity and essions (i.e. CE) are obtained when th@Médn switch chassis is connected to
earth ground via a drain wire. SomeTkbn switches have metal dmil brackets that can ground the
switch if the dinrail is grounded. In some cases,Tkon switches with metdrackets can be supplied with
optional plastic brackets if isolation is required.

 nonmeraic omerar. BOth V- legs of the power input connector are connected

"~ MOUNT to chassis internally on the PCE.onnecting a drain wire
SRS to earth ground from one of the-Merminal plugs as
feefw] feefu] _—f_J:@ /~ DRAIN WIRE WITH shown here will ground the switch and the chassis. The
ﬁ T /- swreHaussisto - power leads from the power source should be limited to 3
X POINT meters or less in length.

As an alternate, users can run a drain wire & lug from any of the Din
Rail screws or empty PEM nuts on the enclosur&/hen using an
unused PEM nut to connect a ground lug via a machine screw, v coM
should be taken to limit the penetration of the outer skin by less tha Booo0E T
in. Failure to do so may cause irreversible damage to the internal B
components of the switch.

DRAIN WIRE WITH LUGS—
Note: Before applying power to the grounded switch, you must use gOXIECTING STTCH
volt meter to verify there is no voltage difference between the powercrounpING POINT.

supplybés negative output t er mi nh@TLLL,CD@,@“gMOU,\IThe S w
point.

If the use of shielded cables is requireds generally recommended to only connect the shield at one end to
prevent ground loops and interfere with low level signals (i.e. thermocouples, RTD, etc.). Cat5e cabl
manufactured to EI&S68A or 568B specifications are required for use witfirhin Swiches.

METALLIC NONMETALLIC

Cmp— SHIELDED PATCH CABLE
CATSe

STP

- Note: Strain relief boots not shown for clarity purposes.

In the event all Cat5e patch cable distances are small (i.e. All Ethernet devices are located the same |
cabinet and/or referenced to the same earth ground), it is permissible to use fully shielded cables termin:
to chassis ground at both ends in systems void of low level analog signals.
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CATS CABLE CRIMP SPECIFICATIONS

Please reference the illustration below for your Cat5 cable specifications:

0.232'+0.005—
[5.89£0.127]
I

— 0.237"+0.005
[6.02+0.13]

CAT5e CABLE

EIA 568B

CAT5e CABLE

(Revised 201D7-21) pagel6 of 152



SERIAL INTERFACE

The 7014 Series switches provide an E22 inerface accessed via a 9 pin female connector (labeled
uni t ) .

6COMO6 on
below:

Serial Cable

t he

-

s
o

V1+ Vl' Vz+ Vz'

Thi

S

S

used

DB9 FEMALE

t o

-@uts are shewnt h

Connect the serial COM port of your PC and the 7014 Series Switch ustiaugdard straight through cable.
You will require a cable with a-pin or 25pin subD female connector for the PC end, and-piro male
subD connector for the 7014 Series end.

The following table shows the pout and the connections for both typesaible:

PC Port 25-Pin 9-Pin 7014 series
Female | Female 9-Pin Male
Signal Name Pin # Pin # Pin # | Signal Name
TXD 2 3 3 RXD
RXD 3 2 2 TXD
GND 7 5 5 GND

Shielded cables and null modems are readily available from Radio Shack or a variety of caimaster s

HyperTerminal

The following configuration should be used in HyperTerminal:

Port Settings:
Data Bits:
Parity:

Stop bits:
Flow Control:

(Revised 201D7-21)
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Overview of Advanced Features

Mode of Operation

Each port on the switch can benfigured into different modes of operation as shown below:

Copper Ports: 100Base Fiber Ports: 1000Base Copper/Fiber Ports:
- Half Duplex - Full Duplex - Full Duplex
- Full Duplex

- Auto Negotiation
Half Duplex
In half duplex mode, the CSMA/CBedia access method is the means by which two or more stations shar:
a common transmission medium. To transmit, a station waits (defers) for a quiet period on the medium (t
is, no other station is transmitting) and then sends the intended messaggemabform. If, after initiating
a transmission, the message collides with that of another station, then each transmitting station intention
transmits for an additional predefined period to ensure propagation of the collision throughout the syste
The station remains silent for a random amount of time (backoff) before attempting to transmit again.
Full Duplex
Full duplex operation allows simultaneous communication between a pair of stations usiAg-point
media (dedicated channel). Full deploperation does not require that transmitters defer, nor do they
monitor or react to receive activity, as there is no contention for a shared medium in this mode.
Auto Negotiation

In Auto Negotiation mode the port / hardware detects the mode of @pecdtihe station that is connected
to this port and sets its mode to match the mode that of the station.

Port Security

Port Security provides a mechanism to detect any intruder in the network. When security is enabled on
port, the port stops leamg new MAC addresses on that port and if it receives any packet with a source
MAC address that is not in the address table, the packet will be discarded.

Port Mirroring

A Mirroring Port is a dedicated port that is configured to receive the copies ohé&tfimmes that are being
transmitted out and also being received in from any other port that is being monitored.

Port Trunking
Port Trunking is the ability to group two or more network ports to increase the bandwidth between tw

machines (switch or anwork station). This feature allows grouping of higreed connectivity and
provides redundant connection between switches, so that trunk can act as a single link between the switc
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Priority Tagging (QoS)

IEEE 802.1p priority tagging is supported fiovo classes of services along with bandwidth support per
priority level. Transparent mode is supported through configuration wherein if the field is set, the tag bi
are ignored. The User can configure up to 8 different priority levels per port. Alsatypoverriding
(overriding the tagged field) can be enabled or disabled by the user.

Virtual LAN

The switch provides support for setting up both tagged Virtual LANs and port based Virtual LANs. A por
may belong to any number of Virtual LANs. The&e AN membership of a station is determined by the
VLAN(s) that have been defined for the port to which the station is connected. If a station should moy
from one port to another, it loses its current VLAN membership and inherits that of the new port it i
connected to.

A Default Virtual LAN exists to which a port, which is not a member of any other Virtual LAN, will
bel ong. This allows the switch to operate as
automatically removed from the DefaMLAN when it is reconfigured to belong to another Virtual LAN.

Using Tagged VLANSs the switch has the ability to take-tamyged packets in some ports, add a VLAN tag
to the packet and send it out tagged ports on the switch. The VLANs can also beredniigaccept
tagged packets in tagged ports, strip the tags off the packets, and send the packets back out other unta
ports. This allows a network administrator to set up the switch so he can support devices on the netw
that do not support VLAN Tgged packets. The administrator can also set up the ports to discard an
packets that are tagged or to discard any packets that are untagged based on a hybrid VLAN of both tac
and untagged ports, and using the VLAN Ingress Filter on the switch.

The 74 Series switch also has the ability to allow overlapping VLANs. Overlapping VLANs gives the
user the ability to have one or more ports share two or more VLAN groups. For more information ar
examples on how this could be implemented please seeourwebsd s t echni cal docun

Rapid Spanning Tree Protocol

The rapid spanning tree protocol as specified in IEEE 8620d2 is supported. One Spanning Tree per a
unit is supported. Besides a Spanning Tree per VLAN is also supported.

The Rapid Spanning &e Protocol (RSTP) supersedes the Spanning Tree Protocol (STP) which was
described in IEEE 802.1M0998. The RSTP is used to configure a simply connected active network
topology from the arbitrarily connected bridges of a bridged network. Bridges\effgaonnect just the

LANSs to which their forwarding ports are attached. Ports that are in a blocking state do not forward frame
The bridges in the network exchange sufficient information to automatically derive a spanning tree.

RSTP allows for much deker learning of network topology changes than the older STP. RSTP supports
new and improved features such as rapid transition to forwarding state. RSTP also sends out new BPDU
every hello time instead of just relaying them. RSTP interoperates weh $IP switches by falling back

to the older STP when the older BPDUs are detected on bridge ports. The user can also manually config
bridge ports to use the older STP when desired.
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SNMP Traps

The 7014 Series switch supports up to 5 SNMP Trapdatatio which SNMP Traps will be sent. The
switch supports three standard traps; Link Up, Link Down, and Cold Start. SNMP Traps will be sent to ¢
the stations configured on the switch if a port Link goes up or down, and when the switch first powers up.

IGMP Snooping

IGMP Snooping is enabled by default, and the switdPlug and Playfor IGMP. IGMP snooping provides
intelligent network support for multicast applications. In particular, unneeded traffic is reduced. IGMF
Snooping is configured via theonsole and if enabled, then operates dynamically upon each power up
Al s o, there can be manual only or manual and
addresso can be used whether | GMP Snooping is e

IGMP Snooping will furtion dynamically without user intervention. If some of the devices in the LAN do
not understand IGMP, then manual settings are provided to accommodate them. The Internet Grc
Management Protocol (IGMP) is a protocol that provides a way for a computgydrt its multicast group
member ship t o adj acent -Tronr /14t serres dwitches pronmideutehlikes c
functionality Multicasting allows one computer to send content to multiple other computers that hav
identified themselves as arested in receiving the originating computer's content. Multicasting can be usec
to transmit only to an audience that has joined (and not left) a multicast group membership. IGMP versiot
is formally described in the Internet Engineering Task Forc@R)ERequest for Comments (RFC) 2236.
IGMP version 1 is formally described in the Internet Engineering Task Force (IETF) Request for Commen
(RFC) 1112. The 7014 series supports v1 and v2.

N-Ring

N-Ring is enabled by default, and the switclPlag andPlay for N-Ring except that initially one must
enable an NRing enabled device to be theRing Manager for a given4Ring. Subsequently,

N-Ring operates dynamically upon each power up. Usixfigaw's proprietary NRing technology offers
expanded ringize capacity, detailed fault diagnostics, and a standard healing time of 30ms:Rihg N
Manager periodically checks the health of thdRMg via health check packets. If theRihg Manager
stops receiving the health check packets, it times out and rterkie NRing to a backbone within 30ms.
When using all NRing enabled switches in the ring, a detailed ring map and fault location chart is alst
provided onthe Ri ng Manager 0 s-Ringestatushsralsorsent from theRfiig Manager to
the N'View OPC Server to identify the health status of the ring. Up to 2RInb enabled switches can
participate in one MNRing topology. Switches that do not haveRilig capability may be used in anRing,
however the ring map and fault location chart caneasdetailed at these locations.

(Revised 201D7-21) page20 of 152



TROUBLESHOOTING
1. Make sure th&® (Power LED) is ON.

2. Make sure you are supplying sufficient current for the version chosen. Note: The Inrusl
current will exceed the steady state current by ~ 2X.

3. Veri fy that ONfoncénnectédpdrts. ar e
Verify cabling used between stations.
5. Verify that cabling is Category 5E or greater for 100Mbit Operation.

SUPPORT

Contact NTron Corp. at:

TEL: 251-342-2164

FAX: 251-342-6353

E-MAIL: N-TRON_Support@+tron.com
WEB: www.n-tron.com

FCC STATEMENT

This product complies with Part 15 of the FBQRules.

Operation is subject to the following conditions:

(1) This device may not cause harmful Inteefece

(2) This device must accept any interference received, including interference that may cause
undesired operation.

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital device
pursuant to Part 15 of the FCC Rul&ékese limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses, and can radiate radic
frequency energy and, if not installed and used in accordance with the inssuptay cause harmful
interference to radio communications. Operation of this device in a residential area is likely to cause
harmful interference in which case the user will be required to correct the interference at his own
expense.

INDUSTRY CANADA

This Class A digital apparatus meets all requirements of the Canadian Interference Causing Equipmer
Regulations. Operation is subject to the following two conditions; (1) this device digital apparatus meel
all requirements of the Canadian Interference @auEguipment Regulations. Operation is subject to

the following two conditions; (1) this device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired operation.

Cet ppareillage numérique de la classe A répond a toutes les exigences de l'interférence canadienne
causant des reglements d'équipement. L'opération est sujette aux deux conditions suivantes: (1) ce
dispositif peut ne pas causer l'interférence nocive, ee(8)spositif doit accepter n'importe quelle
interférence recue, y compris l'interférence qui peut causer I'opération peu désirée.
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Web Software Configuration
Web Management

Enter the switchés | P address i n anfeatureefthe 3014 ws
Series.

A N-TRON - Microsoft Internet Explorer
. File Edit Yiew Favorites Tools Help

(€] \_/.l |ﬂ @ ;j ; ) Gearch ‘*E_j:r’ Favorites @ [{:{' :.; W -

Address | bt //192,168,1,201/

Default:
User Name:admin
Password:admin

/2 http://192.168.1.215/goform/deFaultPage - Windows Internet Explorer — |I:||i|
6;4 - Iﬁ, http: /192,168, 1. 215 gofarm)deFaultPage j 4| X IG-:u:ugIe Felis
GOOSIE“G" ;IGD +E E‘ - &g ash | e P Setting5v
G0 4R @http:fi192.168.1,215 gcformdeFaulPage | | o v B - oo v |ibPage + (CpTook
-

N-TRON 7000 Series

Login |

x

Enter User Name and Password
System IP :192.168.1.215
Resource :MN-TRON Switch

User name:l
Password :I
Login I Reset
[
|pane |_|_|_|_|_|_|a Internet FI00% ~
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Web Management- Home

When the administrator first logs onto a 7014 Series switch the default home page will be displayed. On"
left hand side of the screen there is adisconfigurable settings that the 7014 Series switch will support.
This section of the manual will go through each and every choice listed on the left hand side of the scre
and explain how to configure those settings. In the center of the main lag@éhe administrator can see
some basic information like what firmware revision the switch is running. The firmware can be upgraded
a later time in the field using TFTP or FTP.

la http:£{192.168.1. 244 /eoform/successfulValidation - Windows Internet Explorer

B=1ES

@ 0w |8 htkpff192,168, 1,244 goformy'successFulyalidation M| [#]| XK 2

File Edit “iew Fawaoribes  Tools  Help

w R G- & ey v |2k Page - {F Toos - @) @ B

N-TRON

THE FAOLESTREAL METWOINE COMPANY

# @ Administration

# @ Ports

: 33&2““:5 Product Information

- @ Bridging

+-@ RSTP Product Name — N-TRON 7000 Series
'"- IGM_F Product Configuration — 7014F%2

H@ N-View

& @ N-Ring Product Software Version— 1.1.8

¥ @ Eventlog Product Build Date --Jun 26 2007 at 13:05:31
@ Firmware/Config

&+ @ Support Product CopyRight - N-TRON Corp.

""" 0 BPCL Product URL - http://www.n-tron.com
------ @ User Mgmt

------ @ LogicalView

------ @ Home

------ ¥ Config

------ @ Help

------ W@ Logout

©Copyright 2006-2007
by N-TRON Corp.
http:/fwww.n- tron.com
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Web Managementi Menu Structure

To the left, there is a menu whicghshown fully opened below. The pages opened by each of the individual
selections are described in the rest of this section. The use of each of these pages is also described in th
section. In most of the descriptions, only the right side of the ipagi@wn.

= @ Administration

----- @ Gigabit Ports
£ @ Ports
----- @ Configuration
----- @ Security
----- ¥ Intrusion Log
----- @ Mirroring
----- @ Trunking
El @ Statistics
[ Parts Statistics
‘@ Paorts Utlization
E @ VLAN
@ Ingress Filter
@ VLAN Configuration
E @ Bridging
@ Aging Time
@ Unicast Addresses
@ Multicast Addresses
£ @ RSTP
@ RSTP configuration
= @ IGMP
/@ Configuration
@ Show Group
@ Show Router
'@ RFilter Ports
B @ N-View
/@ Configuration
@ Ports
E @ N-Ring
@ Configuration
@ Status
E @ Eventlog
/@ Log Statistics
@ Show Events
E @ Firmware/Config
@ TFTP
i ‘ FTp
E @ Support
@ Web Site
o E-mail
BPCL
User Mgmt
LogicalView
Home
Config
Help
Logout

LeEdeE e
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Administration T System

The System tab under the Administration category lists the following information about the switch:
IP Address
Subnet Mask
Default Gateway

MAC Address
System Up Time
Name
Contact Information
Location
System Configuration View
IP Address 192.168.1 201
Subnet Masl 255 2552550
Gateway 192.168.1.1
MAC Address 00:07:aft00:c2:00
Sys Up Time 0 days:] hiours: 4]l mins20 secs
Mame H-TEOHN Switch
Contact H-TREON A dimin
Locaton Mohile, AL Saa09
| Modity || Refresh |
By selecting the modify button you will be abl e

Gateway, Name, Contact information, and the Location of the switch through the web management featur
It is recommended to changeetMCP/IP information through the Command Line Interface (CLI) initially,

but it defaults to the following:
IP Address 192.168.1.201 System Configuration
Subnet Mask 255.255.255.0 ‘
Default Gateway 192.168.1.1

IP Address (192 168.1.201
NetMask |2ER 265 2FE.(
Gateway |192.168.1.1
MName M-TROM Switch
Comtact | MN-TRCOM Admin
Location  |hohile, AL 35609

[ LUpdate H Cancel l

NOTE:
The Gateway must belong to th@etwork as described by the IP Address and the Subnet Mask.
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Administration T SNMP

The SNMP tab under the administration category shows a list of IP Addresses that act as SNMP Traps.
Get, Set, and Trap Community Names are also shown here.

Management Station Configuration View

IP Address - Trap Sl 1921681 2

IP Addvess - Trap Sthi2 Value Mot Configured
IP Addvess - Trap StA3 Value Mot Configured
IP Address - Trap Sthid Value Mot Configured
IP Addvess - Trap S5 Value Mot Configured
Get Community Name  public

set Community Name  private

Trap Community Name public

| Modify || Refresh |

By selecting the modify button you will be able to change any of the fields listed. This allows the user to s
an IP address for an SNMP Trap or change the Community Names. Systems that are listed as an SN
Trap will be sent basic networking changeade to the switch such as ports going down or being linked.

To restore a Trap to fAValue Not Configuredo, en

Management Station Conficuration

IP Addvess - Trap Sin#1 | 192 165.1.2

IP Addvess - Trap Sin&2 Yalue Mot Configured
IP Address - Trap Sim#3 |“alue Mot Configured
IP Address - Trap Stni4 “/alue Mot Configured
IP Address - Trap S5 |“alue Mot Configured
Get Community Mame | public

Set Community Name | private

Trap Community Mame  public

Update ][ Cancel ]
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Administration 1 Gigabit Ports

The O0Gigabits Portsdéd tab wunder the admiatonafthe at
gigabit ports. The switch may not operate correctly if the slots are not configured properly. You must clic
AUpdateo if you wish to keep the changes.

Svstem Gigahit Port Configuration

Gigahit Port 1(GB1) TX  +

Gigahit Port 2(GB2) | Mone +

MNone

Update Hgsjét
[Update ] [ Reset]

Notes:
1. In order toverify the settings have been configured and saved correctlyngguvant to view the

Logical View page in the found in the web browser interfadee dynamic illustration displayed
onthe Logical Viewpage must match the physical switch configuration respectively in order for the
switch tofunction correctly. If not, please repeat the steps listed above.

2. Validation ofthe configuration and each physical cable segment may be obtained by using
N-ViewOPC Server softwarelhe software igreely distributed on the ProductCD and our web site
(http://www.ntron.com/pdf/setup _nviewopc.2ipOnce NViewOPC is installed, yoahould view
the Ports Counter pagéew eachconnected portYou may find it helpful to copy
[Alt]+[PrintScreen] the Port Counter informatioorfeach port and paste [Control]+[V] into a
Windows document for further review. Please consult yeiidlv OPC Server Manual for
additional information.

Following the Update button, the user may be prompted to Save and Restart the switch in ordagés ch
to take effect. The switch will save the running configuration into the NVRAM and then cycle power
automatically. Once the switch comes back online the settings will be updated.

Gigahit Ports Changed

Click to save and restart for changes to take effect.

Save and Restart
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Portsi Configuration

The Configuration tab under the Ports catggwill show a detailed overview of all the active ports on the
switch. The overview will display the following information:

Port Number

Port Name

Admin Status

Link Status

Auto Negotiation State
Port Speed

Duplex Mode

Flow Control State
Back Pressure Ste

Priority State

Priority Level

RSTP State

PVID

Ports Configuration View
!! Enable %%! Disable | Disable Disable 1 Diisable !

2 | P2 |Enable Down Enable| 10 | Half Disable | Disable |Disable 1 Dizahle 1
3 | P3 Enable Down Enable| 10 | Half Disable Disable Disable 1 Diisable 1
4 | P4 |Enable Down Enable| 10 | Half Disable | Disable |Disable 1 Dizahle 1
5 | P4 Enable Down Enable| 10 | Half Disable Disable Disable 1 Diisable 1
6 | Pd |Enable Down Enable| 10 | Half Disable | Disable |Disable 1 Dizahle 1
7 | P7 Enable Down Enable| 10 | Half Disable Disable Disable 1 Diisable 1
2 | P2 |Enable Down Enable| 10 | Half Disable | Disable |Disable 1 Dizahle 1
9 | P9 Enable Down Enable| 10 | Half Disable Disable Disable 1 Diisable 1
10 | P10 |Enable |Down Enable) 10 | Half |Disable | Disable Diszahle 1 Dizahle 1
11 | P11 H-Ring| Up Enable 100 | Full |Disable Disable |Disahle 1 RingForad| 1
12 | P12 H-Fing| Up [Enable) 100 | Full |Disable | Disable [Disahle 1 RingFored| 1
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PortsiConfi guration, Continuedé@

The User can click on the Port Number to configure each port individually. This will allow the user tc
change the portés settings for the following fi

Admin Status
Speed and Duplex
Flow Control

Back Pressure
State of Priority
Priority Level
PVID

Port Configuration for Port P4

Port Name = P4

Admin Status :I Enable vI
Speed mdDuplex:IAutDnegD "’I

Flow control : 'I I:I'fHEllf

100/Half

Back Pressure :| |0/Full
100/Full

State of Priority :I Disable vI

PriorityLevel  :[1 ~|
PVID :[1

Update | Cancel |
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Portsi Security

The Security tab under the Ports category will show a list of all the active ports and the security Lock Stat:
for each port.

Port Security Configuration View

Port Name Lock State
F1 Dizable
P2 Enable
P3 Disable
P4 Dizahle
P3 Dizable
P6 Dizable
BT Dizable
P3 Dizable
P2 Dizable
P10 Dizable
FX1 Disable
FX2 Dizable
GE1 Dizable
GB2 Disable

Modify | Refresh
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Portsi Security (Continued)

Administrators can change the Port Security by a per port basis. If the Port is enabled through this the pao
will be locked and will only allow known MAC addresses to communicate through the port. Unknown
MAC addressewill be logged in the Intrusion Log.

Port Security Confizuration

F1

&
<1 1

P3
P4
P35

By
Pa

P10

GBL
GB2

o

Update | Cancel |
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Ports i Intrusion Log

The Intrusion Log tab under the Ports category will show a list of intruders along with their MAC addresse
The log will show what Port the intruder attempted to access your netwarkddong the system time when
it occurred. The log can be easily cleared.

Intrusion Log

Port Name Intruder Address System Time
P3 00:07-af00:eb:52 00:00:00:00:00:18

ClearLog |
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Ports i Mirroring

A mirroring port is a dedicated port that is configured to receive the copies of Ethernet frames that are bei
transmitted out and also being receiveftram any other port that is being monitored.

The Mirroring tab under the Ports category displays the status including the list of Source Ports and t
Destination Port that the Sources are being mirrored to.

Port Muroring Confisuration View

Mirror Status Mot Configured
Source Port List --
Destination Port --

[ Configure ][ Fefresh ]

Following the Configure buttoryou can enable the status of port mirroring and select source ports and th
destination port that the source ports will be mirrored to.

Configure Mirroring

Sonrce Port List : I
Destination Port : IF-‘1 TI

Update Ca

NOTE: Since the Gigabit ports cannot be destination ports, they are not available on tuewall
menu.

(Revised 201D7-21) page33of 152



PortsT Trunking

The Trunking tab under the Ports category displays a list of trunks configured on the switch and tt
following details regarding each trunk:

Trunk Name

Trunk Ports

Trunk State

Port Trunk Configuration View

No Trunk Configured
Trunk Name Trunk Ports Trunk State

Create | Refresh |

By selecting the ACreateo button, you can add a

Trunk Creation

Trunk Name - Itrunl-{‘l

PortList |.[p1.p2p3p4

Update | Cancel |

NOTE: RSTP must be disabled in order to use the Trunking Feature.
A maximum of 4 ports of the same speed can constitute a valid trunk.
Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duplex mode. If a portirdadt there could be
difficulty as to similar speed and duplex mode. It is best to hard code speed and duplex mode for
each trunking link, at both ends.

When trunking the gigabit ports i1itds best to
switchB GB2.

Do not use Trunking on a switch that is directly in an activeihg.
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PortsT Trunking, Continued?é¢

Once the Trunk Group is created you will see detailed information for that trunk group, but it should have
disabled state by default.

Port Trunk Configuration View

Trunk Name Trunk Ports Trunk State
trunkl P1-P4 Dizable

Modify | Delete | State | Refresh

In order to enable the Trunk Group you need to click on the State Button above. The following page shou
load asking for the Trunk ID and what the Trunk State is.

Trunk State Configuration

Trunk State .| Enable v |

Update | Cancel |

NOTE: RSTP must be disabled in order to use the Trunking Feature.
A maximum of 4 pts of the same speed can constitute a valid trunk.
Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duplex mode. If a port is not linked, there could be
difficulty as to similar speed and duplex mode. It is belsatd code speed and duplex mode for
each trunking link, at both ends.

Do not use Trunking on a switch that is directly in an activeihg.
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Statisticsi Port Statistics

The Ports Statistics tab under the Statistics category displays a list of MIB Ragani&ach port has a
separate counter for each parameter. This gives users the ability to see what kind of packets are going o
which ports. At the bottom of each page for each port there are two buttons. Refresh will update the
statistics for thaport number and Clear will reset all the counters for that port number.

Port I P3 "I
-Stalisﬁcs at Port no E
 CounterType
[ 1 [TxOctets 1100095
2 |Tz Dropped Packets 0
3 Tz Broadcast Packets 636
4 |Tx Multicast Packets 5454
5 |Tx Unicast Packets 452
6 |Tx Collisions 0
7 |Tx Single Collision 0
8 |Tx Multiple Collision 0
9 Tz Deferred Tranzmit 0
10 |T=x Late Collizion 0
11 |Tx Excessive Collision 0
12 (Tx Frame In Disc 0
13 |Tx Pause Packets 0
14 |64 Packets 670
13 (65 to 127 Packets o04
16 (128 to 233 Packets 3017
17 |2536 to 311 Packets 0
18 (512 to 1023 Packets 0
19 (1024 to 1522 Packets 3
20 |BRx Octets 128
21 |Rx Dropped Packets 0
21 |Bx Broadcast Packets 0
23 |Bx Multicast Packets 2
24 |Bx Unicast Packets 0
25 |Bx Undersize Packets 0
26 |Bx Oversize Packets 0
27 |Bx Jabbers 0
28 |Ex Alignment Errors 0
29 |Bx Good Octets 128
30 |Rx SA Changes 0
31 [ExFCS Errors 0
32 |BEx Pause Packets 0
33 |BxFragments 0
34 |Bx Excessive Disc Size 0
33 |Rx Symbol Error 0
Refresh | Clear |
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StatisticsT Port Utilization

The Ports Utilization tab under the Statistics category shows all the ports on the switch and will display a
bar graph showing the percentage ofdwaidth being used. These figures and bars are for a general feeling
of what the bandwidth usage is-T¥on recommends the use of\llew in order to get a precise bandwidth
usage figure.

f_'.‘- http://192.168.1.223/goform;successful¥alidation - Windows Internet Explorer - |EI|5|

@:—_-: - IE htkp: 192,168, 1,223 goform)successFulvalidation j || IGDDgIe 2
= »

* afe "_',éhttp:,l',l'192.168.1.223Il'gDFDrm,l'successful\.-'alidatian | | @ - [l - = - |:hPage - i Todls -

N-TRON

THE INOUSTRIAL NETWORK COMPANY

@ Administration
@ Ports
@ Configuration
@ Security
@ Intrusion Log
Mirraring Sule:lzl} ]'
@ Trunking
Statistics
& Ports Statistics
@ Ports Utilization
VLAMN
Bridging
RSTP
IGMP
N-Wiew
M-Ring
EventlLog
Firmware,/Config
Support Port Numbers
BRCL

User Mgmt

LogicalWiew Refresh |
Home
Config

Help
Logout

Port Utilization
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VLAN T Ingress Filter

The Ingress Filter tab under the VLAd&tegory shows all the Ingress Filter Rule enabled or disabled state
for each port. Ingress Filtering can be Enabled or Disabled for each port. If enabled, received frames will
discarded if the frame's VID does not match any VLAN IDs associated witbatt. This implements IEEE
802.1Q clause 8.6.

VLAN Ingress Filter Configuration View
Port Name Ingress Filter Rule

F1l Dizable
P2 Dizable
P3 Dizable
P4 Dizable
P3 Dizable
P6 Enable

B7 Dizable

P2 Dizable

) Dizable

P10 Dizable

Pl1 Dizable

P12 Dizable

GE1 Dizable

GE2 Dizable
Modify | Refresh
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To change the Ingress Filter Rule simply click on the Modify button on the page above, select the port
number from the pulilown menu that you wish to modify and then choose to either enable or dsable t
Ingress Filter Rule.

VLAN Ingress Filter Configuration

Pl

P3
P4
P35

P7
P8

P10
P11
P12
GE1
GE2

o

Update I Cancel I

NOTE: The Ingress Filter will automatically be turned on for respective ports when tagged VLANS are
created, but may not automatically turn off if you change a tagged VLAN to a port based VLAN.
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VLAN 71 Port Based

The Port Basd tab under the VLAN category shows all the VLANs that are configured on the switch anc
details about the VLANSs such as port numbers and tagged VLAN settings.

VLAN Confisuration View

{"Click on VLAN IT) number to modifiy the exsting values ")

AN VNN, T P et i i

Default VLAN F1-P12
3333 |N-Fing VLAN -- P11-P12 TES A1

Total Mumber of vlans configured - 2

| Add || Delete || Refresh |

To add a VLAN simply click on the Add button on the page above and fill in the desiresl. fidlde
example below would set up a basic port based VLAN for poH3&21

VLAN Creation

VLANID IE

VLAN Name [Two

Untagged Port List |P1-P6

Tagged Port List ||

Management Port | YES |

Admit [ Al =
Mirror Port [NA =]

Update | Cancel
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(See VLAN Configuration Examples section)

Note:
1. When implementing overlapping VLANs, RSTP can only be enabled on one of the VLANSs that is
overlapping others. RSTP can nbe implemented on a VLAN that contains other VLANs within

that one. Changing anything on a VLAN will turn on RSTP on all VLANs as a precautionary
measure.

2. All N-Ring ports must be on the same tagged VLAN.
3. VID=1 has to be Admit=ALL, and cannot be taggedlpn
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VLANTPoOr t Based, Continuedé

Now the page will display the new VLAN and moved portsA®lfrom the default VLAN down to vlan2
that was just created.

VLAN Configuration View

("Click on VLAN ID mumber to modify the existing valies ")

VYLAN Status : Enahle

1 Default VLAN P7-P12.GE1-GE2 - YES All
A Two P1-P6 - YES Al

Total Number of vlans configured - 2

Add| Delete | Refresh

To delete or remove VLANS that are no longer wanted simply click on the Delete button oaithEart
Based VLAN page. That button will load the page where the user can enter the VLAN ID that he or st
wishes to delete.

VLAN Deletion

asms |

[ Update ” Cancel ]

(See VLAN Configuration Examples section)

Note:

1. When implementing overlapping VLANs, RSTP can only be enabled oa of the VLANS that is
overlapping others. RSTP can not be implemented on a VLAN that contains other VLANSs within
that one. Changing anything on a VLAN will turn on RSTP on all VLANs as a precautionary
measure.

All N-Ring ports must be on the same tagigéLAN.
VID=1 has to be Admit=ALL, and cannot be tagged only.

wn
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VLANTPor t Based, Continued©égé

Once the VLAN is deleted it will no longer appear on the main page and all the ports are now back unc
the default VLAN. When a port based VLAN is created #¥ID (Port VLAN ID) will change
automatically to be members of the new VLAN they are a part of. If you delete this VLAN the PVIDs will
not automatically return to the default VLAN. Users should keep this in mind when removing VLANS, anc
may need to manlg change the PVIDs for any affected ports.

VLAN Confisuration View

("Click on VLAN ID number to modify the exmsting values ")

T Sy —

Default VLAN F1-P12
3333 |H-Ring VLAN -- P11-F12 YES &1

Total Mumber of vlans configured : 2

I-Eing 15 using VLAD I 3333

| Add || Delete || Refresh |

(See VLAN Configuration Examples section)

Note:

1. When implementing overlapping VLANs, RSTP can only be enabled on one of the VLANS that is
overlapping others. RSTP can not be implemented on a MLiAat contains other VLANS within

that one. Changing anything on a VLAN will turn on RSTP on all VLANs as a precautionary
measure.

All N-Ring ports must be on the same tagged VLAN.
VID=1 has to be Admit=ALL, and cannot be tagged only.

wnN
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Bridging 1 Aging Time

The Aging Time tab under the Bridging category will display the currently configured Aging Time. This
page allows users to modify this variable to meet their needs.

Bnidge Aging Time Confizuration View

Aging Time : 20 Secs

| Modity | | Refresh |

After selecting the Modify button the user will be presented with a thegellows the number to be
entered into and updated. The default aging time is 20 seconds.

Bridge Aging Time Configuration

Agng Time : 20

Lpdate ] [ Cancel ]
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Bridging 1 Unicast Addresses

The Unicast Addresses tab under the Bridging category will display a list of MAC addresses that a
associated with each pctive port number. This can be used to statically assign a MAC address access
a single port on the switch.

Display Static Unicast MAC Address{es)
MAC Addvess Port Mame Mirroring

IMumber of Static Tnicast WMAC Addressies) 120

|Add| | Delete | | Refresh |

Following the Add button on the page above, the administrator must enter a valid MAC address al
associate it with a port number tme switch. Once the administrator hits the Update button the changes
will take effect instantly.

Add Static Unicast MAC Address

MAC Address 3 (00:07:AF:00:00:00
Port Name | IF‘1 j
Mirroring :IEnabIE j

Update | Cancel |

Once a static MAC address has been added, it will be displayed in a list on the main page under Unic
MACs tab.

Display Static Unicast MAC Address(es)
MAC Address  Port Name Mirroring
00:07:af:00:00:00 Pl Enable

Number of Static Unicast MAC Address(es)is 1

Add| Delete | Refresh |
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Bridging 7 Unicast Addresses, Contnu e d é

Following the Delete button on the page above, an administrator can select a static MAC address from
list using a puldown menu. After selecting the MAC address the administrator needs to press the Dele
button on this page to remove thergnt

Delete Static Unicast MAC Address

MAC Address :|| 00:07:af00:00:00

Mumber of BMAC Address(es) iz 1
[ Delete ] [ Cancel ]
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Bridging 1 Multicast Addresses

The Multicast Addresses tab under the Bridging category will display a list of Multicast Group Addresses
that are associated with respective port numbers. This may be used to statically assign a Multipast G
Address access to a group of ports on the switch. These are egress filters.

Display Static Multicast Group Address{es)
Multicast Address Port List

Total Mumber of Static MMulticast Group Address(es) 150

|Add| [ Delete | | Refresh |

Following the Add button on the page above, the administrator must enter a valid Multicast Group Addre
and associate it with a port number or list on the swit€nce the administrator clicks on the Update

button, the changes will take effect instantly.

Add Static Multicast Group Address

Multicast Address : |01:07:AF-00:00:00

Port List : IF-"I -P4

Update | Cancel |

Note: If there are multiple ports on different VLANS, the 7014 will apply the static multicast address to th
lowest VLANID that is associated with orad the ports assigned to the static multicast address. So if
the lowest VLAND contains all the ports assigned to the static multicast address (an umbrella
VLAN), it will function for all those ports with no problems. This can be achieved with ovadappi

VLANS.
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Bridgingi Mul t i cast Addresses, Continued?é¢

After adding a Multicast Group Address it will appear on the main list and will show the associated por
that go along with that address.

Display Static Multicast Group Address(es)
Multicast Address Port List
01:07:af:00:00:00 | P1-P4

Total Number of Static Multicast Group Address(es)is 1

Add| Delete | Refresh |

Following the Delete button on the page above, thuimistrator will be presented with a list of Multicast
Group Addresses that are configured on the switch. Using thelguit menu the administrator should
select the desired port to be removed. Then click on the Delete button at the bottom of the page.

Delete Static Multicast Group Address

MAC Address | 01:07:af:00:00:00

[ Delete ] [ Cancel ]

Note: If there are multiple ports on different VLANS, the 7014 will apply the static multicast address to th
lowest VLANID that is associated with one of the ports assigned to the static multicast address. So
the lowest VLAND containsall the ports assigned to the static multicast address (an umbrella
VLAN), it will function for all those ports with no problems. This can be achieved with overlapping
VLANS.
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RSTP1 RSTP Configuration

The RSTP Configuration tab under the RSTP categdhdisplay the RSTP information for the first

VLAN. Using the pulldown menu at the top of the page an administrator can choose which VLAN to
configure RSTP on. Once the VLAN is selected the administrator may configure the bridge by clicking on
the Confguration button in the middle of the page.

RSTF on VLAN 1 ™

RSTP Root Bridge Configuration

Root Priority Designated Rooi  Path Cost Poxt Max Age Hello Time Forward Delay
32768 20:00:00:07:af:00:c2:07 0 0 16 1 13

This Bridge Configuration

Hello Time Forward Delay Max Age Priovity RSTP Topology Topology
(Sec) (Sec) (Sec) Status Change Count
1 13 la 32762 Fast False 0

The configuration screen for the VLAN that was previously selected will look like the example below. Her:
the administrator can make changes such as the Hello Time, the Forward Delay, thgelVidve priority,

and the Status of RSTP on that VLAN. Following the link for the view RSTP Port Configuration at VLAN#
the administrator or user can see the current RSTP status of the ports on that VLAN.

Bridge RSTP Configuration for VLAV 1

Hello Tune 2|1

Forward Delay : |13

MMax age (16
Prionity ;32768
Status : | Fast b

Clck here  to wiew the ESTT port Configuration at VLA 1

[ Lpdate ] [ Cancel ]

NOTE: Trunking must be disddd in order to use RSTP.
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RSTP Configuration, ContinuedE©ae

Following the link for the view RSTP Port Configuration at VLAN# the administrator or user can see the
current RSTP status of the ports on that VLAN. This will show information such as the Badm@aohe

Port State. If the switch sees a redundant path it will put the port with the highest Path Cost into Blocking
mode where it will discard packets coming in on that port. In the below example, P12 is a redundant port
with port P2, therefore P2 ferwarding and P12 is discarding.

RSTP Port Configuration View for VLAN 1

Port No| Port Name | Port State |Path Cost Priority|STP BPDU AutoEdge AdminEdge Designated Bridge |Designated Port
1 Pl Forwarding| 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:01
2 P2 Forwarding| 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:02
3 P3 Forwarding| 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:03
4 P4 Forwarding| 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:04
1 BT Forwarding| 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:07
8 P8 Disabled | 2000000 | 128 No Enabled | Disabled |00:00:00:00:00:00:00:00 00:08
9 P2 Disabled | 2000000 | 128 No Enabled | Disabled |00:00:00:00:00:00:00:00 00:09
] P10  |Forwarding| 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:0a
I P11  |Forwarding| 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:0b
) ) P12  |Discarding | 200000 128 No Enabled | Disabled | 80:00:00:07:afffed:41 00:0c
13 GEl Disabled | 20000 128 Mo Enabled | Disabled |00:00:00:00:00:00:00:00 00:19
14 GE2 Disabled | 20000 128 No Enabled | Disabled |00:00:00:00:00:00:00:00 00:1a

<=Back Refresh
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RSTPiRSTP Configuration, Continuedée

|l f the administrator selects one of the ports o
Portdés Priority and the status of Admin Edge an

Port RSTP Configuration for Port P7 on VLAN 1

Port Path Cost : IEI}I}DDD

Port priority  : 128
Admin Edge :IDisabIe vI
Auto Edge :IEnabIe 'I

Update | Cancel |
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IGMP 1 Configuration

The Configuration tab under the IGMP category will display the IGMP basic configuration settings. By
default IGMP is enabled.

IGMP Confisuration View

IGMP Status Enahled
Query Mode Auto
Router Mode Auto
Manual Router Poris

| Madify || Refresh |

Following the Modify button on the previous page, the administrator will see a list ojwaifie fields for
the | GMP configuration. Once these fields are
changes may be saved by clicking the Update button at the bottom of the page.

IGMP Configuration
IGMP Status Enahle |+
Query Mode Auto
Router Mode Auto i
Manual Router Poxis
Router Add/Delete | Add b

Update ] [ Cancel ]
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IGMP 1 Configuration (continued)

The IGMP $atus pulldown allows the user to enable or disable IGMP completely.

IGMP Configuration

IGMP Status IEnabIe *I

Query Mode

Router Mode I Auto - I
Aanual Router Ports |P4

Router AddDelete |(|Add -

Update | Cancel |

The Query Mode pultlown allows the user to set query mode for Automatic (the default), On (always), or
Off (never):

IGMP Configuration

IGMP Status |Enab|e vI
Query Mode IAutn vl

Fouter Mode

Manual Router Ports \—r

Router AddDelete ||Add -

Update | Cancel |
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IGMP 1 Configuration (continued)

The Router Mode pullowna | | ows t he wuser t
router ports.

and manual
ports.

y

set

0]

IGMP Configuration

IGMP Status IEnabIe 'I

Query Mode

Fouter Mode

Manual Router Ports

Router AddDelete

Update | Cancel |

The user can add or delete manual router ports:

(Revised 201D7-21)

IGMP Configuration

IGMP Status Enable =

Query Made IAum 'I

Router Mode I Auto h I

Manual Router Ports ||F

Router AddDelete Delete =

(1§

Update | Cancel |
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IGM P i Show Group and Show Router

The Show Group tab under the IGMP category will display a list of IGMP groups based on the Group |
and the port number that it is associated with.

IGMP Group View

2302332552500 P12
2241010.10 P7
224101010 P3
2241010.10 P3
2241010.10 P12
224.10.10.11 P10
224101011 P
224101020 P12

Refresh |

Pk | e | gk | ph | ek | pk | ek | ek

The Show Router tab under the IGMP category will display a ligtubd-detected Router IPs and the port
numbers that they are associated with.

Agto-Detected Ronters View

192903 Po
192.168.1.118| P12

Refresh |
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IGMP 1 RFilter

T h e 6 rRouter Multicaét Ddta Filter) function allows you to choose whether or not DATA frames
with KNOWN group multicast addresses are sent todthbeout er 6 ports (|l inks t
packets (Join, Leave) wi | | be sent to the rout
dynamic IGMP Snooping operations.

The factory default is that the Router Multicast Data Filtemiabéed for all ports, so any router ports do
NOT get DATA frames with KNOWN multicast destination addresses unless a join to a specific multicas
address has been received on that ptwins override an rfilter.

If rfilter is disabled router ports do gPATA frames with KNOWN multicast destination addresses

Rfilter can be set for individual ports: any, all, or none. For each port, rfilter will have an impact only if tha
port is manually or dynamically chosen as a router port.

Default configuration:

IGMP RFilter Configuration View

Port Name EFilter State
Pl Dizabled
P2 Disabled
P3 Dizabled
P4 Dizabled
P3 Disabled
P6 Dizabled
BT Dizabled
P8 Disabled
Po Dizabled

P10 Dizabled
P11 Disabled
P12 Dizabled
GEl Disabled
GB2 Dizabled

Modify Refresh
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IGMP i Rfilter (Continued)

Modifying rfilter port settings:

IGMP RFilter Configuration

P
P2
P3
P4
P3
P
P7
| o
Po
P10
P11
P12
GE1
GE2

o  F m  m { m

Update | Cancel |
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N-View T Configuration

The Configuration tab under the-Wew category will display two basic variables for\lew, the status
and the interval between packets.

NView Confisuration View

M¥iew Status  Enahled

MNView Inierval 5

| Modity || Refresh |

Following the Modify button on the above example, the administrator can modify the variable to change th
frequency with which NView reports information. Increasing the interval will slow the update rate.
Decreasing the interval will allow{\iew to report moe frequently. Additionally, you may Disable or

Enable NView altogether.

Modify I View Configuration

My¥iew Status | Enahle

M¥iew Imterval §

Update H Cancel ]
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N-View i Ports

The Ports tab under theYew category will display a list of all the configured ports on the 7014 unit along
with the ports transmitting multicast packatsl MIB stats respectively.

N-View Ports View
Port Name Multicast on Port? Send MIB Stats?

Pl YES YES
P2 YES YES
P3 YES NO
P4 YES NO
P3 YES NO
P YES YES
P7 YES YES
P8 YES YES
P9 YES YES
P10 YES YES
P11 YES YES
P12 YES YES
GB1 YES YES
GB2 YES YES

Modify | Refresh
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N-Viewi Por t s, Continuedé

Following the Modify button on the previous example, the administrator can modify these two variables to
enable or disable multicast out of the port and if MIB stats are sent out for those ports.

Modify N-View Ports
Port Name Multicast on Port? Send MIB Stats?

P1 v v
P2 v v
P3 v I
P4 | r
= |7 =
P6 v v
P7 v v
P8 v v
P9 v v
P10 v v
Pi1 v v
P12 v v
GEl v v
GB2 v v

Update | Cancel |
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N-Ring - Configuration

The Configuration tab under theRing category will display the #Ring basic configuration settings. By
default NRing is in AutoMember mode and theRing agingtime is 20 seconds.

N-Ring Configuration View

N-Ring Mode Autohlember

MN-Ring Agingtime 20 Jeconds

Madify | Refresh |

Following the Modify button on therpvious page, the administrator will see a list of configurable fields for

the N'Ring configuration, as below.

Modify N-Ring Confisuration

FPort Set
Show Faults
Agingtime | 20
VLANID

Tagging

[ Update ][ Cancel ]

The NRing Agingtime has a default of 20 seconds and is separate from the Bridging Aging THRiag N
Aging time is used for the whole geh if the switch is an NRing Manager or becomes an activeRizg
Member, and in either caseRIng status includes for example:

AiSwitch 1is

Once these fields are filled in to meet the nexds

cCRirmg@e nAdiyna sTinmge N=

t he admi

clicking the Update button at the bottom of the page.
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NOTES:
1. N-Ring Manager cannot have RSTP or Trunking enabled.
2. RSTP & N-Ring are different modes and cannaharelinks or segmentslong those lines.
See the examples in the RSTP configuration section.

3. Do not use Trunking on a switch that is directly in an activeRing.
4. Any one 7014 can only participate in one-Ring.
5. N-Ring copper ports must be run at 100Mb full duplarcluding the defaut dautonegotiaté a s
long as all switches in the ring suppotO0Mb full duplex.
The-RiMMg Modeodo is one of three, as bel ow:

MModify N-Ring Configuration

N-Ring Mﬂﬂe'E.ﬁ.utDMember v
Port Set banager

Show Faults lDisabIe
p—
VLANID |0 |
-

[ Update ][ Cancel ]

fN-Ri ng Mode i s i Maowa gllews selectiontagavailable gf portd P11 and P12, or GB1
and GB2 as MRing ports if GB1 and GB2 are populated. Otherwise only P11 and P12 will be offered as :
selection.
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MModify N-Ring Configuration

N-Ring Mode

Poxt Set

Show Faulis

ges Only #

VLAN ID 3333

&
l]'q.
R

Tagged

[ Update ][ Cancel ]
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N-Ring Configuration (continued)

fN-Ri ng Mode i s A Maowa gllewsaelectiontokdisplagingyiRing Summary Status on
all web pages or oN-Ring pages only:

Modify N-Ring Configuration

N-Ring Mode | tdanager bl |

Show Faults || On N-Ring Pages Only i v |
iOn M-Ring Pages Onl

COn AllYWeb Fages

VLANID 3333
Tagging Tagged v

[ Update ][ Cancel ]
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N-Ring Configuration (continued)
fN-Ri ng Mode i s AManager o, then VLAN I D can be s

If N-Ri ng Mode i s @ Ma-dowrgalows selectidm e to whetheu theRig ports e
members of the VLANs Tagged or Untagged ports. Default is Tagged.

Modify N-Ring Configuration

M-Ring Mode | hanager b

Port Set F11/F12

Show Faults | On MN-Ring Pages Only |+
Agingtime | 200

VLANID 3333

Tagging

[ Update ][ Cancel ]

Once these fields are filled in to meet the nee
clicking the Update button at the bottom of the page.

NOTES:
1. Since VIANsare implemented for security reasons as well as traffic flowRbkg only makes
minimal changes It is up to the administrator to ensure that VLANSs are configured correctly on the
N-Ring manager and all NRing members.
1.2. _When the NRing manager and alN-Ring Members are in defaults, changing the-Ring
manager to use a Tagged VLAN requires no user interaction to allow-niag traffic to pass through
the ring. This works because changing to a Tagged VLAN does not remove the ring ports from the
default VLAN.
| 23.  When the NRing manager and all NRing Members are in defaulishanging the NRing
manager to use an Untagged VLAN other than VID 1, requires the administrator to addnivamn
ports to the NRing VLAN to allow nonring traffic to pass through the mg. This occurs because the
| N-Ring ports must be removed from VID 1 because an untagged port may only be a member of one
VLAN.
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N-Ring 1 Status
The Status tab under theRIng category will display the IRing status.

Below is an example of {Ring Staus from a switch in defaults (Ring Auto Member) that is not an-N
Ring Manager and has-RmgpMemiiee come an AActiveo N

MN-Hing Status View

Switch 15 m Auto Member Detection Mode

Refresh |

Below is an example of iRi ng St at us f 1RiogMember: A Acti veo N

N-Ring Status View

Switch is an N-Ring Member

N-Ring Manager Address
00:07.af'{ffe3:e0

Active N-Ring Ports
GBI | GB2

Switch is currently using N-Ring Aging Time = 20 Seconds

Refresh |
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Below is an example of Ring Status from an MRing Manager with a healthy Ring:

N-Ring Status View

Switch is an NRing Manager, using {Ring Aging Time = 20 Seconds

6
Refresh everr secs, Update

Pause

Print... “

12 Active Members Detected In CurrertRing (12 reporting)
o

. GB2

RM 00:07:af:ff:e4:a0 192.168.1.227 255.255.255.0 N-TRON Switch GB1
. GB2

1 00:07:af:ff:ef:60 192.168.1.224 255.255.255.0 N-TRON Switch GB1

. GB2

2 00:07:af:ff:e6:a0 192.168.1.217 255.255.255.0 N-TRON Switch GB1

. GB2

3 00:07:af:ff:ef:80 1192.168.1.221 255.255.255.0 N-TRON Switch GB1

. GB2

4 00:07:af:ff:e4:c0 192.168.1.241 255.255.255.0 N-TRON Switch GB1

] GB2

5 00:07:af:ff:d5:e0 192.168.1.229 255.255255.0 N-TRON Switch GB1

. GB2

6 00:07:af:ff:d7:00 192.168.1.228 255.255.255.0 N-TRON Switch GB1

] GB2

7 00:07:af:ff:e6:c0 192.168.1.223 255.255.255.0 N-TRON Switch GB1

] GB2

8 00:07:af:ff:d5:20 192.168.1.231 255.255.35.0 N-TRON Switch GB1

. GB2

9 00:07:af:ff:e5:e0 192.168.1.238 255.255.255.0 N-TRON Switch GB1

] GB2

10 00:07:af:ff:e3:c0 192.168.1.239 255.255.255.0 N-TRON Switch GB1
] GB2

11 00:07:af:ff:d5:40 192.168.1.230 255.255.35.0 N-TRON Switch GB1
. GB2

12 00:07:af:ff:e3:e0 192.168.1.215 255.255.255.0 N-TRON Switch GB1
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http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e4:a0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:ef:60
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e6:a0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:ef:80
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e4:c0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d5:e0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d7:00
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e6:c0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d5:20
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e5:e0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e3:c0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d5:40
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e3:e0

Below is an example of Ring Stats from an NRing Manager with a faulted-Ring. The red fields on

the N'Ring Map show problems. Ports that are red indicate that the port is not linked. MAC addresses th:
are red indicate that there is nokeommulmnineathon
N-Ring is broken.

N-Ring Status View

Switch is an NRing Manager, using {Ring Aging Time = 20 Seconds

Update Pause

6 Print...
Refresh everr secs. " ‘

The total number of Active fRing Members is unknown. (11 r@ping)
Switch order may be incorrect and all switches may not be sh

Switch No MAC Address IP Address Subnet Mask  Name Ports
RM 00:07:af:ff:e4:a0 192.1.1.227 255.255.255.0 N-TRON Switch gzi
) GB2
1 00:07:af:ff:ef:60 1192.168.1.224 255.255.255.0 |IN-TRON Switch GB1
) GB2
2 00:07:af:ff:e6:a0 1192.168.1.217 255.255.255.0 N-TRON Switch GB1
) GB2
3 00:07:af:ff:ef:80 1192.1681.221 255.255.255.0 |IN-TRON Switch GB1
) GB2
4 00:07:af:ff:e4:c0 1192.168.1.241 255.255.255.0 N-TRON Switch GB1
. GB2
5 00:07:af:ff:d5:e0 1192.168.1.229 255.255.255.0 |IN-TRON Switch GB1
) GB2
6 00:07:af:ff:d7:00 192.168.1228 255.255.255.0 N-TRON Switch GB1
. GB2
7 00:07:af:ff:e6:c0 192.168.1.223 |255.255.255.0 IN-TRON Switch GB1
. GB2
8 00:07:af:ff:d5:20 1192.168.1.231 255.255.255.0 N-TRON Switch GB1
) GB2
9 00:07:af:ff:e5:e0 1192.168.1.28 255.255.255.0 |IN-TRON Switch GB1
. GB2

10 00:07:af:ff:e3:c0 192.168.1.239 255.255.255.0 N-TRON Switch

11 - 192.168.1.230

255.255.255.0 IN-TRON Switch

12

00:07af:ff:e3:e0 192.168.1.215 255.255.255.0 N-TRON Switch

GB1
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http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e4:a0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:ef:60
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e6:a0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:ef:80
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e4:c0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d5:e0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d7:00
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e6:c0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d5:20
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e5:e0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e3:c0
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:d5:40
http://192.168.1.227/goform/ringSwitch?SwitchMAC=00:07:af:ff:e3:e0

Inrarecasesan-Ri ng can have a AParti al Faul t o. An ex
a duplex channel fiber pair. The screenshot below sheRsWManager St atus -Rmgen
Port (GB2 or FX2) is not receiving self health frames all the way around-Riad\ though the other (low

GB1/FX1) NRing port is:

| N-Ring Partial Fault (GB2 is not receiving self health from GB1)|

N-Ring Status View
Switch is an NRing Manager, using fRing Aging Time = 20 seconds

Pause

Update Print... ‘

6
Refresh ever'l Secs.

s

0 Active Members Detected In CurrertRng (O reporting)

Switch Nc MAC Address IP Address  Subnet Mask Name Ports
RM  00:07:af:00b1:4C 192.168.1.13 255.255.255. N-TRON Switct ggi

The screenshot below showsRNi ng Manager St atRingPow(GBInor RX1)&hod wer 6
receiving self health frames all the way around tHRihg, though the other (HigGB2/FX2) NRing port

IS:

| N-Ring Partial Fault (GB1 is not receiving self health from GB2)|

N-Ring Status View
Switch is an NRing Manager, using fRing Aging Time = 20 seconds

Print... ‘

Update Pause

6
Refresh ever;|7 secs.

0 Active Member®Detected In Current NRing (0 reporting)

Switch Noa MAC Address IP Address Subnet Mask Name Ports

RM  00:07:af:00:b1:4 192.168.1.13 255.255.255. N-TRON Switct ggi
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Event Logi Log Statistics

The Log Statistics tab under tBwentLog category will show a list of how many times a type of event took
place. On the bottom of the page it also lists the maximum log size which can be modified. There are
types of events that the 7014 will categorize messages in. If the logsleetlto 1, the 7014 will log all 5
types of events. If the log level is set to 5 it will only record the Critical types {(the#l).

Event Log Confizuration View

Total Mo of Erents 9

Frent Type  Count
Informational |5

Wl attiing 1
hlinor 0
Severe 3
Critical 0
Log Size 100
Log Level 1

| Modity | | Refresh |

Following the Modify button on the previous example, the administrator can modify thesartalnles to
adjust for how large he or she wants the log file to be and the log level.

Event Log Configuration

Event Log Size : 100

Event Log Level : |1

Update ] [ Cancel ]
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Event Logi Show Events

The Show Events tab under the Event Log category will show a list of events that have occurred in the or¢
in which they occurred. Therg a time stamp for each event and they are categorized by the severity of the
event.

Events View

5.No Code Mo Source Name  Severity Frent Description Time Stamp
1 02 Wetwork/Potts Informational Portl0 Link Tp 00:00:00:00:26:05
2 99 HetworkTorts  Severs Portl0 Link Diown 00:00:00:00:26:01
3 7 Eridging Warning | Entry does not exists in the AET 00:00:00:00:18:35
4 08 Wetwork/Ports Informational Portl0 Link p 00:00:00:00:00:04
] 116 Image Loader devere  Error connecting to control socket 00:00:00:00:53:09
f 05 MWetwoiloPorts Informational Portl0 Link TTp 00:00:00:00:12:00
7 08 MWetworlePorts  Sevete Portl2 Link Down 00:00:00:00:11:57
a 95  MetworkPorts Informational Portl2 Link TTp 00:00:00:00:00:05
o 02 Wetwork/Potts Informational Portl2 Link p 00:00:00:00:00:05

Total Mumber of Events Logged:9

Clear Events ][ Refresh
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Firmware/Config - TFTP

The TFTP tab under the Firmware/Config category gives the administrator the ability to upload or downloz
a config file for a 7014 Series gah. This gives administrators the ability to backup their configurations to
a server offsite in case they need to reload their custom configurations at a later time. Administrators are
also given the ability to flash the switch in the field allowingnthto update the firmware in the field

without losing their current configurations and without having to send the unit back ifiianNor updates

in the future. It is important not to cycle power on the switch or interrupt the data connection beéveen t
TFTP server and the switch while you are flashing or uploading or downloading a config file. The switch
will not stop working if this does occur, but the administrator will have to retransfer the file.

Firmware Dovnload/Config Upload/Dovwnload - TFTP

Server IP Addres=s| 192165812
File Mame config

Transfer Type Image Download

Firmware/Config through TFTP Status

Dovwnloading the image through TFTP.....Please wait..

The Image has been downloaded successfully.....

Click to restart for changes to take effect.
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Firmware/Config - FTP

The FTP tab undehe Firmware/Config category gives the administrator the ability to upload or download
a config file for a 7014 Series switch. This gives administrators the ability to backup their configurations t
a server offsite in case they need to reload theioousbnfigurations at a later time. Administrators are

also given the ability to flash the switch in the field allowing them to update the firmware in the field
without losing their current configurations and without having to send the unit back ifianNor updates

in the future. It is important not to cycle power on the switch or interrupt the data connection between the
FTP server and the switch while you are flashing or uploading or downloading a config file. The switch
will not stop working if ths does occur, but the administrator will have to retransfer the file.

Firmware Download/Config Upload/Download - FTP

[Iser Mame Anonymous

Password

Server IP 192.1658.1.2
File Mame config
Mode Binary

Transfer Type | Image Download »

Firmware/Config through FTP Status

Downloading the image through FTP.....Please wait..

The Image has heen downloaded successfully......
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Support T Web Site and Email

If at any point in time you get confused or would like additional support directly frofnoN, you may
ViSitN-Tr on 6 s w enhail &Tiran @rectory with ghe links provided for more information.

A http:1/1192.168.1.201/goform/successfulValidation - Microsoft Internet Explorer
File Edit %iew Favorites Tools Help
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@ Logicalview ‘ Yol Ml Click here to download our RMA Warranty Service Reguest form in PDF format.
,‘ HDmE
- @ Config I SI?ILJEOS PSS For additional infarmation, contact us atthe address, email or phone number below:
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BPCL 1 Broadcast Packet Count Limit Configuration

The BPCL link will display all the ports that are installed in the 7014 Series unit and will list the BPCL
Percentage for each port. BPCL défaito 3%. A modify button is provided to change these fields. These
are egress filters.

Broadcast Packet Count Limit Confiscuration View
F1
P2
P3
P4
P3
P&
BT
P&
PO
Fi0
P11
F12

LIS S T S S S S T 5 S T By % [y WP

| Madify | | Refresh
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BPCL 1 Broadcast Packet Count Limit Configuration (Continued)

Following the Modify button on the previous example, the administrator cdifyntbe BPCL Percentage
for each port.

Broadcast Packet Count Limit Configuration

Port Name : P4 -
BPCL P tage : P1 -
ercentage : |,

P3

Update | _C

P10

P11

P12
GBE1
B2
All

Broadcast Packet Count Limit Configuration

Port Name : P4 =

BPCL Percentage : IEI:I-

Update | Cancel |
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User Mgmti Adding Users

The User Management link will display a list of all the users who have access to the management feature

the switch and their access permissions.

Aunthorized Users

Serial No User Name Access Permission
1 admin admin

Add Remove Refresh

Following the Add butto on the previous example, the administrator can add another user and assign the
per

user a username, a password, and the userds

Add New User

User Mame Lser
Password (YTTTIT]

Access Permission | Llser  w

| Add || Cancel |

A page should display after the administrator clicks the Add button statintpe¢haser was successfully
added.

Status of Adding a New User

MNew Lser Added Successfully

NOTE: There are a maximum number of 5 users per switch. User permissions have the right to vie
switch configurations and to view current port settings, but cannot make any changes to the:
settings. Admin perissions have the right to change and view any switch configuration and to

change and view any current port settings.
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User Mgmti Removing Users

In order to remove a user, simply click on the Remove button at the bottom of the page.

Aunthorized Users

Serial No User Name Access Permission
1 admin admin

2 user user

Add Remove Refresh

Followingthe R move button on the | ast page, the admin
name and clicking the Remove button.

Femove an Existing User

User Mame uzer

[ Cancel ][ Femaowe ]

A page should follow stating that the user was successfully removed from the list.

Status of Removing an Existing User

User Removed from Existing List Successfully.
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LogicalView

The 7014 Wb Management offers a logical view of the switch. Here a user or administrator can see a
graphical depiction of the 7014 switch. Ports that are linked will turn green, while ports that are not linked
will show up as black. The example below shows ph%,6,7,8,9,10, and 12 linked. The other ports are
currently in the down state (not being used).

N-TRON 7000 Series - 7014TX

L

TTJ ST

[ | L % |
W__W b A
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Configuration T Save or Reset

The Configuration section of the web management gives an administrator the ability to save a running
configuration inb the NVRAM. This step is needed in order for the switch to remember any changes after
power cycle.

The Reset Configuration button will reloadilNr on6s f act ory default confi
re-configure the 7000 Series switch to fagtdefaults.

In many cases it is desirable to restore factory defaults but retain the IP, Slot Configuration, Subnet Mask.
and Gateway Address settings. A choice is provided to this end.

Configuration Save or Reset

| Save Configuration | Click this button to save the current configuration.

| Reset Configuration | Click this button to restore all factory defaults.

| Reset (Keep IP & Slots) | Click this button to restore factory defaults except for Slots configuration, and IP, Subnet and Gateway addresses.
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Helpi Overview

%D Mozilla Firefox

Edit

Eile

N-TRON

THE SNEUETREAL NETWIK COMPANY

Wiew  Higtory  Bookmarks  Tools  Help

- @ Administration
*- @ Ports
- @ Statistics
FH-@ VLAN
i+ @ Bridging
@ RSTP
@ IGMP
B @ N-Yiew ~
- @ N-Ring Overview
#- @ EventlLog
#- @ Firmware/Config . . . . . o
¥ @ Support This Help provides mformation on configuning and motitoring the manageable
----- @ BpCL parameters of the device.
----- @ Liser Mgmt
..... : hDDaCEaIWEW The major software functions provided by the N-TROIN Switch
WehConsole are:
Services to user's requests - This function of the software is responsible for

servicing the user requests remotely by using HTTT protocol

©Copyright 2005-2007 Graphical Representation - This function of the software shows the graphical
by N-TRON Corp. representation of the parameters of each port on the device

N e e Controls in WebConsole

RButton Field: & field that the user can press to perform operations.

Radio Button: This field prowides a list of choices for users to choose from.

T 31 1T a1 LT 11 e 1 1m 11

http:ff192. 168, 1. 220/gofor m/consoleHelp

When the Help link is clicked on, you wske the Overview page that will have some basic definitions and
more specific choices at the top of the screen. Although this page is not as detailed as the manual is, it g
you a basic feel for different features the 7014 offers.
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Help T Administrati on

%D Mozilla Firefox

Eile

N-TRON

THE SNEUETREAL NETWIK COMPANY

Edit Wiew History Bookmarks  Tools  Help

- @ Administration
@ Ports
- @ Statistics
@ YLAN
- @ Bridging
*-@ RSTP
© @ 1GMP =
@ M-View oL : =
#-@ N-Ring Administration
#- @ EventlLog
E: glrmwa;e/CDnﬁg Administration group is broadly dmided into three categories
_____ a BILJJEEW 1. System Group 2. SHMP Group 3. Slots B
----- @ Liser Mgmt
----- @ Logicalview The System Group contains the following parameters.
----- @ Haome
----- @ Canfig -
----- @ Help IP address Containg the Configured IP Address of the
----- @ Logout device.
©Copyright 2005-2007 Subnet Mask Corlltajns the Configured Subnet Iask of the
by N-TROM Corp. dewice,
http://www.n-tron.com Gateway Contains the Configured Default Gateway of the
device.
MAAT A A LYy A Lilom A b’
http:ff192. 168, 1. 220/goformihelpDescription?type=adminisker

Selecting the Administration link on the help page, the administrator or user can see some informati
regarding the configuration options in the Administration category on the left side of the web management
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Help 1 Ports

Following the Portsihk on the help page, the administrator or user can see some information regarding tt
configuration options in the Ports category on the left side of the web management.

(Revised 201D7-21) page83of 152



