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N-TRON

THE INDUSTRIAL NETWORK COMPANY

70267 X Industrial Ethernet Switch Installation Guide

The NTRON 7026 SeriesIndustrial Ethernet Switch offers outstanding performance and ease of use. It is
ideally suited for connecting Ethernet enabled industrialargkcurity equipment and is a fully managed
switch.

PRODUCT FEATURES PRODUCT CONFIGURATIONS
A Full | EEE 802.3 Compl i g A7026TX-XX
ATwenty-four 10/100 BaseTX Ra5 T Twenty Fourl0/100 Basel X RJ45 Copper Portand
A Two Optional Gigabit pc two optional SFP transceivers
0 1000BaseSX/LX Ports, LC style, and/or
0 1000BaseT Ports, RJ45 style Where: XX = AC for AC voltage option. Blank otheiise.

A Ext ended |$pecificationsn me nt a
A Agensing 10/100BaseTX, Duplex, and MDIX
A Of fers Rapid Spanning 71 Supported SFP (MieGBIC) Fiber Transceivers:

A Tr unk wirdnbrunking tapable sMitches NTSFRSX (LC Style Connector, up to 550m)
over two ports NTSFRLX-10 (LC Style Connector, up to 10km)
A Store & Forward Technol NTSFRLX-40 (LC Style Connector, up to 40km)
A Plug and Play | GMP Supcg NTSFRLX-80 (LC Style Connector, up to 80km)

A Rugged Ealoskre Mo unt
A Onboard Temperature Ser
A Configuration Backup Vi MANAGEMENTFEATURES

(NTCD-128)
A I GMP Snooping
APower Input A VLAN
0 7026TX: Redundant DC Input (:89VDC) A Qos
0 7026TX-AC: (90i 264VAC) or (90-300vDC) APortTrunking

APortMirroring
Aweb Browser Management with detailed ring raag A LLDP
fault locationcharting A ci1p
A Web Br ow4ewSwitchaviordtoriig A 8 0-20041R@Apid Spanning Tree
A -Rl N G E-Trpn\proprietary Ring Management)

A -INNKE (-TXon proprietaryCouplingManagement)
ADHCP Server, Option 82 relay
H UsS @ APort Securitp MAC Address Based

LISTED

65SN
(&
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7026TX Industrial Ethernet Switch Accessories

The SD and USB connectors are for temporary connection only. Do not use, connect, or disconnect unles
area is known to be ndmazardousConnection or disconnection in an explosive atmosphere could result in
an explosion.

Configuration Device

Ideal for saving, or restoring switch configuration

N-TRON parameters quickly without the need for a computer or
A s e e software. One configutian device per switch is
recommended.

NTCD-128

sD card128MB

NTCD-128

_ |

The configuration device is inserted in the back of the 7026 TX.
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Copyright, © NTron Corporation, 2022011
820 S. University Blvd., Suite 4E
Mobile, AL 36609 USA

All rights reserved. Reproduction, adaptatior translation without prior written permission fromTkbn
Corporationis prohibited, except as allowed under copyright laws.

Ethernet is a registered trademark of Xerox Corporation. All other product names, company names, log
or other designationsentioned herein are trademarks of their respective owners.

The information contained in this document is subject to change without notiteonNCorporationmakes

no warranty of any kind with regard to this material, including, but not limited toptpked warranties of
merchantability or fithess for a particular purpose. In no event sh@itbN Corporationbe liable for any
incidental, specialindirect or consequential damages whatsoever included but not limited to lost profits
arising out of aors or omissions in this manual or the information contained herein.

Warning

Do not perform any services on the unit unless qualified to do so. Do not substitute unauthorized parts
make unauthorized modifications to the unit.

Do not operate the uniith the top cover removed, as this could create a shock or fire hazard.
Do not block the air vents on the sides or the top of the unit.

Do not operate the equipment in the presence of flammable gasses or fumes. Operating electrical equipr
in suchan environment constitutes a definite safety hazard.

Do not operate the equipment in a manner not specified by this manual.

(Revised 201111-15) Page6 of 169



SAFETY WARNINGS
GENERAL SAFETY WARNINGS

WARNING: If the equipment is used in the manner not specifieddydw Corp., the mtection
provided by the equipment may be impaired.

LASER SAFETY (Optional NTSFPLX -40 and-80)

CAUTION: CLASS 1 LASER PRODUCT. Do not stare into the laser!

Contact Information

N-Tron Corp.

820 South University BlvdSuite 4E
Mobile, AL 36609

TEL: (251) 3422164

FAX: (251) 3426353

WEBSITE: www.n-tron.com

E-MAIL: N-TRON_Support@+iron.com

ENVIRONMENTAL SAFETY

WARNING: The unit may become very hot to the tbue high temperature environments, so extreme
caution should be exercised in handling when energizéd.unit should be disconnected from power and
allowed to cool for approximately 5 minutes before touching in high temperature applications.

ELECTRICAL SAFETY

WARNING: Disconnect the power cable before removing the top cover.
WARNING: Do not operate the unit with the any cover removed.

WARNING: Properly ground the unit before connecting anything else to the unit. Units not properly
grounced may result in a safety risk and could be hazardous and may void the warranty. See the groundi
technique section of this user manual for proper ways to ground the unit.

WARNING: Do not work on equipment or cables during periods of lightning activity.

WARNING: Do not perform any services on the unit unless qualified to do so.
(Revised 201111-15) Page7 of 169
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WARNING: Do not block the air vents.

WARNING: Observe proper DC Voltage polarity when installing power input cables. Reversing voltage
polarity can cause permanent damagdéounit and void the warranty.

Hazardous Location Installation Requirements

1. This equipment is suitable for use in Class I, Division 2, Groups A, B, C, and D-tiazardous
locations only.

2. WARNING: Explosion Hazard Substitution of components may iaip suitability for Class |,
Div. 2.

3. WARNING: Explosion Hazard do not disconnect while circuit is live, unless area is known to be
non-hazardous.

4. WARNING: Explosion Haard do not replace the device unless power has been switched off or
the area is tkown to be nothazardous.

5. Surrounding Air Temperature Range: -40°C to 80°C
6. 7026TX must be powered by a Class 2 source evaluated to UL1310 only.

7. Usel05°C or higherrated Copper wire, (0.22Nm) 2Ib/in Tightening torque for field installed
conductors.

8. WARNING: exposure to some chemicals may degrade the sealing propértieserias used in
the following devices and should be periodically inspected for any degradation and replaced as
necessary
Relay (U25)i PanasonicRart No. TX2SS3V
Relay Cover Constructed of liquid crystal polymer (LCP), Type AQO0, manufactured by Nippon
Oil Corporation.
Bodyi constructed of liquid crystal polymer (LCP), Type 212&@nufactured by Ueno Fine
Chemicals Industry LTD.
Epoxyi Constructed of Epoxy resin, TypeZ500BK, manufactured bResinous Kasei Co., Ltd.

(Revised 201111-15) PageB of 169



Please make sure tli@26Series Ethernet Switch package contains the following items:

1. 7026Series Switch
2. Product CD

Contact your carrier if any items are damaged.
Installation
Read the following warning lb@e beginning the installation:

WARNING

Never install or work on electrical equipment or cabling during periods of lightning activity. Never connect
or disconnect power when hazardous gasses are present.

Disconnect the power cable before removing enclosure panel.
UNPACKING

Remove all the equipment from the packaging, and store the packaging in a safe place. File any damage
claims with the carrier.

(Revised 201111-15) Page9 of 169



CLEANING

Clean only with a damp cloth.

RACK AND PANEL MOUNTING

The 7026 Series comes canfred with standard rack mount brackets whay be used to mount our
products to standard 19" rack8s an alternative evofferour 7026Panel Mount Assembly (P/N026

PM) whichmay be used to securely motiné 7026Series products to a panel or otHat surface

A clearance of 1 inch should be observed on the sides, back, top and batlmw faroper ventilation.
Also a cable bend radius &finches should be observed for the front and back side of the unit.

TPANEL MOUNTING

L 16.09" |

[408.69mm]

5.40"
[137.18mm]

0.88"
[22.47rmm]

Zia8"

[58.69mrm] J

2.85"
l [72.29mm]

9.20 ]j [777 17.36"

[5.08mm [440.92mm]

T RACK MOUNTI NG

19,00
[482.60mm]
18.32°

‘ [465.33mm) ’

1.75"
[44.45mm]

1,25
[31.75mm)]

0.25°
[8.38mm]

0.25"

&.35mm
L ! 0.50"

[12.70mm)]

From Left to Right:

RJ45 Ports Auto Sensing 10/100 Basex Connections
Gigabit Ports 1000 BaseSFP Copper or Fiber Transceivers (Optional)
[0 LED lights when Power is supplied to the unit
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NOTE: TheRM5 data pa has two LEB locatel on each connector. The |&fED indicates LINK status,
and the right ED indicates ACTIVITY.

LEDs: The table below describes the operating modes:

LED Color Description

GREEN Power is ON

(0} RED Power is ON and a fault conit exists
OFF Power is OFF
GREEN | 10/100100@Mb Link between ports
LNK
OFF No Link between ports
GREEN | Data is active between ports
ACT

OFF Data is inactive between ports

APPLYING POWER AND FAULT CONNECTIONS (Back View)
7026TX with DC PowerSupply Installed

9 Unscrew & Remove the DC Voltage Input
Plugfrom thePower InputHeader

1 Install theDC Power Cables into the Plug
(observing polarity).

1 Plug the Voltage Input Plugack into the
Power InputHeader.

1 Tightening torque for the terminal bloc
power plug i90.5 Nm/0.368 Pound Foot.

+v- vtve
V]V1V2V

2
1 Verify the Power LED stays QN
0 o

Notes:
1 When a DC Power supply is installed, only gm@wer supplymust be connected to power for
minimal operation. For redundant power operationaid \4 inputs must be connéed to separate
DC Voltage sourcesThis device will draw current from both sources simultaneouklge 16-28
gaugewire when connecting to the power supply

Recommended 24V DC Power Supplies, similaNa r o R/RNTPS-24-1.3

(Revised 201111-15) Pagellof 169



1 Input AC 115/230V 1 Power 30V

1 Output DC 2428V 1 35 mm DIN-Rail Mountable
1 Output Current 1.3A @ 24V 9 Dimensions: 45X75X91 mm
1.0A @ 28V

7026 TX with AC Power Supply Installed

1 Unscrew & Remve the AC Voltage Input
Plugfrom thePower InputHeader

1 Ingall the AC Power Cables into the Plug
(observing polarity).

1 Plug the Voltage Input Plugack into the
Power InputHeader.

®O© [

+/L -'/N GND {l Tightening torque for the terminal block
power plug i99.5 Nm/0.368 Pound Foot.
T 1 Verify the Power LED stays QN

1 When an AC Powerupply is installed (i.e., thé AC option), Use 12-24 gauge wire when
connecting to the power supply
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7026TX Fault Pins

The Fault pins on thback of the 7026T>can be used for an
alarm contact.The current caying capacity is 1A at 24VDC.

It is normaly open and the relay closes when a fault condition
occurs. These pins can be used to connect an external warning
device such as a light in ordey provide an external alarm.
The conditions for generating a fault condition (closing the
relay) can be corfured through software.

Connecting theUnit

For FX/FXE units, remove the dust cap from the fiber optic connectors and connect the fiber optic cable
The TX port on the FX/FXE models should be connected to the RX port of the far end station. Thé RX pc
on the FX/FXE versions should be connected to the TX port of the far end station.

For 10/100 Basd& X ports, plug a Category 5E twisted pair cable into the RJ45 connector. Connect th
other end to the far endasibn. Verify that the LNK LEB are ON ace the connection has beempleted.

To connect anyort to anothedevice (end nodeSwitch or Repeatgruse a standard Categorly Straight
through or crossover cablewith a [

minimum length of one meter and a
maximum length of 100 meters.

N-Tron reommends the use of pre//
manufactured Cat5E cables to ensure the
best performance. If this is not an option

and users must terminate their own ends
on the Cat5E cables; one of the two color
coded standards shown to the right should
be utilized. If a useraks not follow one

of these two color code standards then the
performance and maximum cable distance

will be reduced significantly, and may EIA 568A EIA 568B
prevent the switch from establishing a

link.

L
—
o
<C
(&)
@
0
'_
<C
O

CAT5e CABLE

Warning: Creating a port to port connection on the same switchlgop) is an illegal operation and
will create a broadcast storm which will crash the network!
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N-TRON SWITCH GROUNDING TECHNIQUES

The grounding philosophy of any control system is an integral part of the desigmonNswitches are
designed to be grourd, but the user has been given the flexibility to float the switch when required. The
best noise immunity and emissions (i.e. CE) are obtained when-Theri\switch chassis is connected to
earth ground via a drain wire.ln the case of both the DC andCAPower supply options for the
7026TX/7026 TX-AC the power supply is isolatdtcbm chassis ground. hErefore the user must not attempt

to ground the switch to earth ground via the power supply. In othigloN switches it is common to use
the V- for the purpose of grounding. This must NOT be attempted in the 7026TX or 702€TX

In the case of the AC power supply opti@me., 7026 TXAC) the
chassis may be connected to earth ground using the safety inpu
the input power pl uthe drawihgeabowved
which shows the pin out of the AC power plug) or using th
ground lug located at the rear of the chassise (adjacent

illustration).

In the case of the 7026TX, the only viable safety ground option is

using the ground lug at the rear tife chassissge adjacent

illustration). DRAIN WIRE WITH LUGS
CONNECTING SWITCH
CHASSIS TO KNCWN
GROUNDING POINT.

If the use of shielded cables is required, it is generally

recommended to only connect the shield at one end to prevent ground loops and interfere with low le
signals (i.e. thermocouples, RTD, etc.). Cat5desamanufactured to EFA68A or 568B specifications are
required for use with N'ron Switches.

METALLIC NCNMETALLIC

== SHIELDED PATCH CABLE
¢ STP

STP

Note: Strain relief boots not shown for clarity purposes.

In the event all Cat5e patch cable distances are small (i.e. All Ethernet devices arandta&tadme local
cabinet and/or referenced to the same egndhind), it is permissible to use fully shielded cables terminated
to chassis ground at both ends in systems void of low level analog signals.
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RJ45 CONNECTOR CRIMP SPECIFICATIONS

Please reference the illustration below for your Cat5 cable specifisation
‘Iﬁéé;éﬂ'%??_%
[
M. CATSe CABLE
— 0.237"+0.005 -\h
[6.02+0.13]

0
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USBINTERFACE

The7026TX Series switches providedSB i nt erface accessed via the

the unit. This is used to access the Command Line Interpreter (CLI).

i Sy v
T
N I S

22

USB Cable

Connect th&JSB port of your PC and thevstch using a standard US&ble. You will require a cable with
aType Aconnector for the PC end, andype B connector for the Switand.

USB Plug A Type USB Plug B Type PIN 4 PIN1

PIN4 \
[ 0 | =<k I - =N )
0 7 “lo JJ [} r = L | il | p_‘i/\
~ PIN 1 /

PIN 3 PIN 2

J’J
—
—1

Standard USB cablese readily available from a variety of computares
HyperTerminal

The following configuation should be used in HyperTerminal:

Port Settings: 115200
Data Bits: 8
Parity: NONE
Stop bits: 1

Flow Control: NONE
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Overview of Advanced Features

Mode of Operation

Eachporton the switch can be configured irddferentmodes of operatioasshown below

Copper Ports: 1000Base&Copper/Fiber Ports
- Half Duplex - Full Duplex
- Full Duplex

- Auto Negotiation

Half Duplex

In half duplex mode, the CSMA/CD media access method is the means by which two or more stations sh
a common @nsmission medium. To transmit, a station waits (defers) for a quiet period on the medium (th
is, no other station is transmitting) and then sends the intended messaggemabform. If, after initiating

a transmission, the message collides with thanother station, then each transmitting station intentionally
transmits for an additional predefined period to ensure propagation of the collision throughout the syste
The station remains silent for a random amount of time (b#glefore attemptig to transmit again.

Full Duplex

Full duplex operation allows simultaneous communication between a pair of stations usiAm-point
media (dedicated channel). Full duplex operation does not require that transmitters defer, nor do tf
monitor or eact to receive activity, as there is no contention for a shared medium in this mode.

Auto Negotiation

In Auto Negotiation modgthe port / hardware detects the mode of operation of the station that is connecte
to this port andets its mode to matcheimodeof the station.

Port Mirroring

A Mirroring Port is a dedicated port that is configured to receive the copies of Ethernet frames that are bej
transmitted out and also being received in from any other port that is being manitored

Port Trunking

Port Trurking is the ability to group twametwork ports to increase the bandwidth between two machines
(switch or any work station). This feature allows grouping of {sigeed connectivity and provides
redundant conraion between switches, so thatrank can act as a single link between the switches.

Quality of Service (QoS)

Quality of servicgQoS) refers to resource reservation control mechani@unality of service is the ability
to provide different priority to different applications, users, oaflatvs. Quality of service guarantees are
important if the network capacity is insufficient, especially for-temaé streaming multimediapplications
such as/oice over IR online games ankdP-TV, since these often require fixed bit rate and are delay
sensitive, and in networks where the capacity is a limited resource, for example in cellular data
communication. In the absencermtwork congestionQoS mechanisms are not required.
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Each of these thre@OSmethoddelowis included or not b&sl on the séhgs on the relevant browser
page:

1) Force High Priority (Port Based),

2) IEEEB02.1p (Tagged QOS), or

3) DSCP (lifferentiated services code points) (RFC 2474).

WhenForce High Priorityis enabled, the port basedority is included in thelecision for all pas and all
frames received on a port will use the default uEiSrity for that port in thelecison. For example, if it is
desired to have ingress frames on a port egress to the highest priority transmit queue regardless of other
factors, then enable Fadligh Priority and set the port's faalt Port Priorityto 7.

Virtual LAN

Theswitchprovides support for setting wpggedVirtual LANs (Local Area Networks)A port may belong
to any number of Virtual LANSThe VLAN membership of a devids determimd by the VLAN(S) that
have been definedf the port to which the device is connected. If a desiwuld move from one port to
another, it loses its current VLAN membership and inherits that of the new port it is connected to.

VLANS facilitate easy admistraton of logical groups of devicgélat can communicate as if they

were on the same LANraffic between VLANS is restricted, unless the ports are explicitly configured
as overlapping VLANs Switchedorward unicast, multicast, and broadcast traffitymn LAN segments
that serve the VLAN to which the traffic belongs.

A Default Virtual LAN (VID=1) exists to which a port, which is not a member of any other Virtual LAN,
will belong. This allows the swittch o o per at e a s when itGsrusednraanétvdork.sAvporttisc h
automatically removed from the Default VLAN when it is reconfigured to belong to another Virtugl LAN
because that is the most common operation. But, if desired, the port can be included in VLAN 1 [
configuring VLAN 1 last

If switch ports are configured to transnaibd receive untagged frames, end devicealalgeto communicate
throughout the.AN. Using Tagged VLANS, the switch has the ability to take-tagged packets in some

ports, add a VLAN tag to the packet and semat tagged ports on the switch. The VLANSs can also be
configured to accept tagged packets in tagged ports, strip the tags off the packets, and send the packets |
out other untagged ports. This allows a network administrator to set up the switch b depjges on the
network that do not support VLAN Tagged packets. The administrator can also set up the ports to discarc
any packets that are tagged or to discard any packets that are untagged based on a hybrid VLAN of both
tagged and untagged ports, arsihg the VLAN Ingress Filter on the switch.

For each switch port there is one and only BW¢D (port VLAN ID) setting If an incoming frame is

untagged and untagged frames are being accepted, then that frame will inherit the tag of the PVID value f
that port. Subsequent switch routing and treatment will be in accordance with that VLAN switch map. By
configuring PVIDs properly and configuring for
VLANOG configurati on autcanwduntaggedahud notfrequiringeesternalmeviaes
be VLAN cognizant.

To understand how a VLAN configuration will perform, first look at the port on which the frame enters the
switch, then the VLAN ID (if the frame is tagged) or the PVID (if ftzene is untagged). The VLAN

defined by the VID or PVID defines a VLAN group with a membership of ports. This membership
determines whether a port is included or excluded as to frame egress from the switch.
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The 7026Series switch also has the abilityaibow overlapping VLANs. Overlapping VLANSs give the

user the ability to have one or more ports share two or more VLAN groups. For more information and
examples on how t his ¢ oulVidANKCenfigunatiorl BExamplest @ ch, t hli esa
documeat,and/lorour websi tebds t ec h RETPanovatlapping MiANgissnot Not e
supported and the system will automatically disable RSTP on all but the lowest VID VLANSs that have
overlapping ports.

Rapid Spanning Tree Protocol

The Rapid Spanningree Protocol as specified in IEEE 802:2D04 is supported. One Spanning Tree per
nonoverlapping VLAN is supported. The Rapid Spanning Tree Protocol (RSTP) supersedes the Spann
Tree Protocol (STP) which was described in IEEE 80218B8. The RSTPsiused to configure a simply
connected active network topology from the arbitrarily connected bridges of a bridged network. Bridge
effectively connect just the LANs to which their forwarding ports are attached. Ports that are in a blockir
state do noforward frames. The bridges in the network exchange sufficient information to automatically
derive a spanning tree.

RSTP allows for much quicker learning of network topology changes than the older STP. RSTP suppo
new and improved features such asdapansition to forwarding state. RSTP also sends out new BPDUs
every hello time instead of just relaying them. RSTP interoperates with older STP switches by falling ba
to the older STP when the older BPDUs are detected on bridge ports. The udso caanaially configure
bridge ports to use the older STP when desired.

SNMP Traps

The 7026 Series switch supports up to 5 SNMP Trap Stations to which SNMP Traps will be sent. Th
switch supports sixstandard traps; bk Up, Link Down, Cold Star(Warm Start Authentication Errorsand
power supply failure SNMP Traps will be sent to all thieap stations configured on the switgvhen the
corresponding trap is enabled

IGMP Snooping

IGMP Snooping is enabled by default, and the switdllug and Playfor IGMP. IGMP snooping provides
intelligent network support for multicast applications. In particular, unneeded traffic is reduced. IGMF
Snooping is configured via the web console and if enabled, operates dynamically upon each power
Also, there an be manual only or manual and dynamic
addresso can be used whether | GMP Snooping is &€

IGMP Snooping will function dynamically without user intervention. If some of the devices in the LAN do
not understand IGMP, then manual settings are provided to accommodate them. The Internet Grc
Management Protocol (IGMP) is a protocol that provides a way for a computer to report its multicast grot
member ship t o adj acent -Tranr 7626 tsexies ssvitches provideoutehlikes c
functionality Multicasting allows one computer to send content to multiple other computers that hav
identified themselves as interested in receiving the originating computer's content. Multicasting can be us
to transmit only to an audience that has joined (and not left) a multicast group membership. IGMP versior
is formally described in the Internet Engineering Task Force (IETF) Request for Comments (RFC) 223
IGMP version 1 is formally described in thedmet Engineering Task Force (IETF) Request for Comments
(RFC) 1112. Th&026series supports vl and v2.
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N-Ring

N-Ring is enabled by default, and the switchHPlag and Pay for N-Ring except that initially one must
enable an NRing enabled device tbe the NRing Manager for a given 4Ring. Subsequently, 4Ring
operates dynamically upon each power uingN-Tron's proprietaryN-Ring technology offers expanded
ring size capacity, detailed faudiagnostics, and a standard heglitime of 30ms. Th&l-Ring Manager
periodically checks the health of tié¢-Ring via health check packetH. the N-Ring Manager stops
receiving thehealth check packets, it timesit and cowmerts the NRing to a backbone within 30ms.&h
using allN-Ring enabledswitches inthe ring, a detailed ring map and faldtation chart is alsprovided
ontheN-Ri ng Man ager 6NRingstitus Is also wentdrom theRihg Manager to the NView
OPC Server to identify the health status of the ring. Up toN280ng enabled sitchescan participate in
oneN-Ring topology. Switches that do not have-Ring capability may be used in anfing, however the
ring map and faulocation chart cannot be as detailed at these locations.

N-Link

The purpose of MNink is to provide a wato redundantly couple an-Ring topology to one or more other
topologies, usually other-Ring topologies. Each4Nink configuration requires 4 switches:-INnhk

Master, NLink Slave, NLink Primary Coupler, and Nlink Standby Coupler. Nink will monitor the link
status of the Primary and Standby Coupler links. While the Primary Coupler link is healthy, it will forward
network traffic and the Standby Coupler link will block network traffic. When a problem is detected on the
Primary Coupler link, th@rimary Coupler link will block network traffic and the Standby Coupler link will
forward network traffic. While the \link Master and Slave are in communication via the Control link,

only one Coupler link (Primary or Standby) will forward network traffttle the other Coupler link will

block network traffic.

CIP

The CIP (Common Industrial Protocol) feature allow3m&dn switches to directly provide switch
informationand configuration acce$s Programmable Logic Controller (PLC) and Human Machine
Interface (HMI) applications via a standardized communication protocol. For example, a PLC may be
programmed to monitor port links orRing status and cause a status indicator to turn red on an HMI if a
port goes link down or if BRing has a faultCIP is formally described i©DVA Publication Number
PUB0000L(V ol ume 1: Common | n d,amsdtPublicatibn NBmbert PWB06J02 ( CI| P E
(Volume 2: EtherNet/IP Adaptation of QIPN-Tron provides EDS and ICO filell-TRON_CIP_Tags.pdf

is for a particular erironment, but reveals the tags available.

DHCP

The Dynamic Host Configuration Protocol (DHCP) provides configuration parameters to Internet hosts.
DHCP is built on a clierserver model, where designated DHCP server hosts allocate network addresses
anddeliver configuration parameters to dynamically configured hB$4€P is controlled by RFC 2131

The N-Tron DHCP Switch can be configured to bBHECP Client. Alternately the Nron DHCP switch

can be configured to beHCP Server, a DHCP Relay Ageaot,both.

For more detailed information onNon DHCP featuregeferencehttp://www.ntron.com/tech_docs.php
Under O Wh,isdeBUsp anpge rDsHOCP t o Mi ni mi z ¥n & éstallgpom@uides S e
and User Manuafs $DHEP Technical Instructionsf@08 / 716/7/026/ 7506 Seri eso.
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DHCP Client

The switch will automatically obtain an IP assignment from a DHCP Server, or optionally Fallback to a
configured IP assignment if unableget an IP assignment from a DHCP server. Communication between
the client and server can optionally go through a DHCP Relay Agent.

DHCP Relay Agent

DHCP Relay Agent (Option 82) allows communication between the client and server to cross subnet and
VLAN boundaries It also allows for a device on a specific port to receive a specific IP address and if the
device is replaced, the replacement receives the same IP address as the original device.

DHCP Server

DHCP Server allows DHCP Client devices to autacadlyy obtain an IP assignment. [P assignments can be
set up as a dynamic range of IP addresses available to any client device; or specific IP addresses based
the clients MAC address, Client ID (Option 61), or Relay Agent connection (Option 82).

LLDP

Link Layer Discovery Protocoll{.DP) is aLayer 2discovery protocol that allows devices attached to an
IEEE802 LAN to advertise to other devices the major capabilities they have and to store information th
discover in a MIB that can be accessed thro84tMP. LLDP is formally described in IEEE Standard
802.1AB.

Port Securityd MAC Address Based

The Port Security feature restricts access to the switch by only accepting dynamically learned MA
addresses and manually entered MAC addresses as authdbigedmically learned MAC addresses are
those that the switch detects on any port whil ¢
designate the ports that the address is authorized on. -Autbarized MAC address will be discarded and
will be shown on the intruder log.
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TROUBLESHOOTING
1. Make sure th€) (Power LED) is ON.

2. Make sure you are supplying sufficientreent for the version choserNote: The Inrush
current will exceed the steady state current by ~ 2X.

3. Verify that Link LEDs are ON foconnected ports.
Verify cabling used between stations.
5. Verify that cabling is Category 5E or greater for 100Mipieration.

SUPPORT

ContactN-Tron Corporationat:

TEL: 251-342-2164

FAX: 251-342-6353

E-MAIL: N-TRON_Support@+tron.com
WEB: www.n-tron.com

FCC STATEMENT

This product complies with Part 15 of the F@@Rules.

Operation is subject to the following conditions:

(1) This device may not cause harmful Interfexen

(2) This device must accept any interference received, including interference that may cause
undesired operation.

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital device
pursuant to Part 15 of the FCC Rulebke$e limits arelesigned to provide reasonable protection against
harmful interference in eesidential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance wittsthéctionsmay cause harmful
interference to radio communications. Operabbthis device in a residential area is likely to cause
harmful interference in which case the user will be required to ¢dhednterference at his/hewn

expense.

INDUSTRY CANADA

This Class A digital apparatus meets all requiresehthe Canadian Interferen€ausing Equipment
Regulations. Operation is subject to the following two conditiongh{&)device may not cause harmful
interference, and (2) this device must acceptiaterference received, including interference that may
cause undesired operation.

Cet appareillage numérique de la class@épond a toutes les exigenced'merférence canadienne
causant des reglements d'équipement. L'opération est sujettleux coditions suivantes: (1) ce
dispositif peut ne pas causer l'interférence no@v€?) ce dispositif doit accepter n‘importe quelle
interférence recue, y compiimterférence qui peut causer l'opération peu désirée.
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Web Software Configuration

Web Management

Enter the switchés | P address in any web 70260ws
Series.

A N-TRON - Microsoft Internet Explorer

File Edit WYiew Favorites Tools Help

€ > |ﬂ @ ;j j:j Search ‘“f::(’ Favorites ﬁ‘jl [_:' :; W -

Address | hitp://192.168.1.201/

Default:
User Name:admin
Password:admin

72 192.168.1.201 Login - Windows Internet Explorer =13
@:} - |§, http://192.168.1.201/login.ssi V| 4| X | | Felibs
W dr [@192.158.1.201 Lagin ]_] G- B ® - [rRage v GTools v

N-TRON 7026TX

UserName [
Pessword [ |

|oone [¢ € Internet F100% -
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Web Management- Home

When the administrator first logs ont@@26Series switch thdefault home page will be displayed. On the
left hand side of the screen there is a list of configurable settings ti¥@i268eries switch will support.
This section of the manual will go through each and every choice listed on the left hand lsedgcoéén
and explain how to configure those settings. In the center of the main home page the administrator can s
some basic information like what firmware revision the switch is running. The firmware can be upgraded
a later time in the field usingFTP.

7~192.168.1.201 N-TRON Switch fe:b0:c0 - Windows Internet Explorer

IH'\ —
Q ,w B hitp//192,168, 1,201 /main.ssi
File Edit Yiew Favorites Tools Help

o Favorites | 5 & v @|Free Hatmail &

| € 192,168.1,175 N-TRON Switch fe:bD:c0

-8

> x| [

| f= v Page ™ Safety v Tooks v @~

> IM(=1E

ko

N-TRON

THil INDUSTRIAL NETWORK COMPANY

H- @ Administration
- @DHCP

1 @LLDP

t- @Ports

H- @Statistics

H- @V LAN

t- @Bridging

o @RSTP

7 @IGMP

H- @N-View

- @N-Ring

H- @N-Link

- @CIP

o @Firmware/Config
" @Support

H- @Rate Limiting
""" @User Management
""" @Logical View
----- @Home

----- @ Config

""" @Help

""" @Logout

o i 1 (56 P s P8 1 o w6 e [ o [ g o 8 o o B o |

Copyright © 2008-2010
N-TRON Corp.
All nights reserved.
http:/fwew . n-tron.com

Logged in as: admin

Product Information

Name

Software Version
Build Date

Boot Loader
Copyright

TUEL

N-TRON 7026TX
343

Aug 2 2010 at 16:13:22
BL2051

N-TRON Corp.

http:/www.n-tron.com

- ‘Il

Done

& Internet

3 v Hi100% -~
-
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Web Managementi Menu Structure

To the left, there is a menu whighshown fullyopenedoelow. The pages opened by each of the individual
selections are described in the rest of this section. The use of each of these pages is also nlésisribed i

section. In most of the descriptions, only the right side of the page is shown.

El @ administration

- @ System

- W SHMP

- @Fault

5 @OHCR

C- @Server

- WSetup Profiles

@Setup IP Maps

“o @ view Bindings

C- @Relay & Local IP

- @ Setup

H-@LLDP

@ Configuration

- @Ports

- @Status

@ Statistics

Ports

i @Configuration

CF @MAC Security

- Wlearning

@ Authorization List

@Intruder Log

- @ Mirroring

@ Trunking

- 005

|- @ Statistics

© WPorts Statistics
‘- @Ports Utilization

- @YLAN

- @ configuration

- @ Bridging

@ Aging Time

- @lUnicast Addresses

o @Multicast Addresses

- @Show MAC By Port

ESTR

- @ Configuration

IGMP

- @ Configuration

- @Show Groups

- @Show Routers

~ @RFilter Ports

Cl @hN-Yiew

@ Configuration

@Ports

E- @HN-Ring
CF @Configuration

@Made

- @advanced

1]

@ Configuration
@5tatus

- WBroadcast
- @Multicast
""" @User Management
""" W logical Yiew
""" @Home
""" @Caonfig
""" @Help
""" @logout
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Administration T System

The System tab under the Administration categ@sts various information about the switch

When the IP Configuration is ieither DHCP or Static Mode:
IP Configuration
Method used to obtain an IRddress, Subnet Mask and Gateway Address
IP Address
Contains the curreP Address of the device.
Subnet Mask
Contains the currel8ubnet Mask of the device.
Gateway
Contains the arrentGateway of the device.
MAC Address
MAC Address of the device.
System Up Time
This parameter represents the total time count. This time has elapsed since the switch was turriRESHEN or
Name
It shows the name of the product, which allows alphamignaed special characters (#,-) pnly.
Contact
The person to contact for system issues, which should be someone within your organization.
Location
The physical location of the switch.
Temperature:
The calculated ambient temperature near the switcls. Gdiculation is only valid after a warap period.
Upper Threshold:
The highest temperature for the switch without causing a fault to occur. The threshold is specified as an integer in
C degrees. The range is fre60°C to 100°C, and the default is pratidependent.
Lower Threshold:
The lowest temperature for the switch without causing a fault to occur. The threshold is specified as an integer in
C degrees. The range is fre60°C to 100°C, and the default is product dependent

System Configuration View

IP Configuration | Static

IP Address | 1921681212

Subnet Mask | 2552552550

Gateway | 192.1658.1.1

MAC Address | 00:07:af'fc:hd:al

System Up Time | 0 days, 2 howurs, 26 ming, 47 secs

Mame | N-TROHN 3witch fiobhd:al

Contact | M-TEON A dmin

Location | IMobile, AL 26609

Temperature | 27°C, 20°F

Upper Thresheld | 100°C, 212°F

Lower Thresheold |-60°C, -76°F

| Madify || Rafrash
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Administration i System,

When the IP Configuration is in DHCP Mode the following information is added:

Client ID

Cont i

nuedé

Option used by DHCP clients to specify their unique identifier. The identifier may be the MAC address,
switch name, or entered as a text string ordtearacters.

Fallback IP Address

Contains the configured FallbatiR Address of the device.

Fallback Subnet Mask

Contains the configured Fallba8ubnet Mask of the device.

Fallback Gateway

Contains the configured Fallbackateway of the device.

(Revised 201111-15)

System Configuration View

IP Configuration

DHCP

Client ID

00:07:af'fehd:al
Hezx = 0007 affchal

IP Address

192.162.1.199

Subnet haslk

2552552550

Gateway

192.162.1.1

Fallhack IP Address

192.165.1 212

Fallback Subnet Mask

2552552550

Fallhack Gateway

102 162.1.1

MAC Address

00:07:af*fe-hd:al

sysitem Up Time

0 days, 0 howes, 1 mins, 15 secs

Mame

N-TRON Switch f:hd:al

Contact

N-TRON & dinity

Location

Mobile, AL 36605

Temperature

27°C, B0°F

Upper Threshold

looec, 212°F

Lower Threshald

-A0°C, -TE°F

| Modity || Refresh

Page?7 of 169



Administration 1 System Conti nuedé

By selecting the Modify button, you wil!/ be abl
Address, Subnet Mask, Gateway, Name, Contact information, and the Location of the switch through the
web management faaes depending on the IP Configuratioit is recommended to change the TCP/IP

information through the Command Line Interface (CLI) initially, but it defaults to the following:
IP Configuration i Static

IP Address 1 192.168.1.201
Subnet Mask T 255.55.255.0
Gateway 1 192.168.1.1

Svstem Configuration

IP Configuration || Sigtic

IP Address | 1197 165.1.212

Subnet Mask || oor oop ooe )

Gateway | 1572 165.1.1

Name | 1| -TROM Switch fobd:al

Contact ||\-TROM Admin

Location |} johile, AL 36609

Upper Threshold || o

Lower Thresheld ||_pp o

LUpdate H Cancel ]

(Revised 201111-15) Page28 of 169



Administration 7 System

Cont

i nuedé

If the IP Configuration mode is set to DHCP and the Fallback IP addrelsanged from the default IP

address, then the switch will use the Fallback addresses if the IP configurati s n 0t

A

recei

V e (

server in 2 minutes after initial boot. If Fallback address is used, DHCP Client will stop sending requests.
the IP Configuration is received from a DHCP server, it will never fallback, even if the lease is lost.

(Revised 201111-15)

System

Configuration

IF Configuration

Client ID

RAC Address v
00:07: af'fehd:al

Fallhack IF Address

192.168.1.212

Fallhack Subnet Mask

2hb.2hb.2hE0

Fallhack Gateway

192.168.1.1

Mame

M-TROMN Switch fo:bd:al

Comtact

M-TROM Admin

Location

tobile, AL 36609

Upper Threshold

1m0 e

Lower Threshold

-k0 *C

Update H Cancel ]
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Administration T SNMP

The SNMP tab under the Administration category shows a list of IP Addithssext as SNMP Traps.
The ReadOnly, ReadWrite, and Trap Community Names are also shown here.

Management Station Configuration View

SMNMP Mode | Enabled

IP Addvess - Trap Sin#l | Value Mot Configured

IP Addvess - Trap Stnf2 | Value Mot Confizured

IP Addvess - Trap Stn43 | Value Mot Configured

IP Addvess - Trap Sin#d | Value Mot Configured

IP Addvess - Trap Sin#5 | Value Mot Configured

Read-Only Community Name | public

Read-Write Community Name | private

Trap Community Name | public

SINMP Motification Trap | Send Trap?
Powrer Supply Mo
Cold Start Tes
Authentication Yes
Wilarin Statt Teg
Link Status Tes

| Modity || Refresh |

By selecting the Modify button, you will be able to changg af the fields listed. This allows the user
set an IP address fofTaap stationor change the Community Name$éthe SNMP Notification Trap is
enabled, gstems that are listed asTaap stationwill be sentthe corresponding notification trag orestore

a Trap to fAValue Not Configuredo, enter 60. 0.
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Administration T SNMP,Co nt |

(Revised 201111-15)

nuedé

Management Station Configuration

snmp Mode

IP Address -

Trap Sm#1

|‘v’alue Mot Configured

IP Address -

Trap Sm#2

|‘v’alue Mot Configured

IP Address -

Trap Sm#3

|‘v’alue Mot Configured

IP Address -

Trap Stm#4

|‘v’alue Mot Configured

IP Address -

Trap Sm#5

|‘v’alue Mot Configured

Read-Only Community Name

|pub|i|::

Read-Write Community Name

|private

Trap Community Name

|pub|i|::

Powrer Supply ]
Cold Start
Authentication
Warm Start
Link Status

Update H Cancel ]
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Administration 7 Fault

The Fault tab under the Administration category provides configurable selections indicating the way to
notify when a Power, NRing Manager, NLink fault, or Port Usage Fault occurs. The notification may
consist of any combination of the options: Show Web, Show LED, and Contact.

With alow voltageDC power supplynstalled thePower signal faultsvill consist of \{ and \%.

N-Ring Manager signal faults consist of: Broken, Partial Break (Low), Partial Break (High), and Multiple
Managers. NLink Faults are reported by the Nnk Master and by the Mlink Slave. Port Usage Fault, if
enabled, triggers when actual usage is below thedJaklgm Low setting, or above the Usage Alarm High

setting (see Port Configuration View and Port Utilization View).

The example below shows the Fault Configuration View on a switithalow voltageDC Power supply

installed.

Fault Configuration View

Meaning Close on Fault

Signal Show Web  ShowLED  Contact
MN-Link Fault Yes Yes Yes
Port Usage Fault Yes Yes Yes

N-Ring Manager Signal ShowLED Contact

Eroken Yes Yes
Partial Break{L ow) Yes Yes
Partial Break(Hizh) Yes Yes
Multiple Managers Yes Yes

| Modify | [ Refresh |

Note: V; and \, Power Falts are disabled in factory defaudts alow voltageDC power supply
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Following the Modify button, the administrator will see a list of configurable fields for the Fault
configuration. The fault relay contacts can be configured to open on faultabos$e on fault, with the latter
being the defaultOnce t hese fields are filled in to meet
changes may be updated by clicking the Update button at the bottom of the page.

The example below shows the Modifgit Configuration page on a switch with arCApower supply
installed.

Modify Fault Configuration

Meaning | | Close on Fault |+

Open on Fault

N-Link Fault
Port Usage Fault
N-Ring Manager Signal - ShovLED  Contact
Broken
Partial Break{Low)
Partial Break{High)
huttiple Managzers

[ Update H Cancel ]

If a low voltage DC power supply is installed, these additional choices appear:

Modify Fault Configuratioﬂ
| Sigal  ShewWeb ShowLED Comact.
r I

Power “-’1 |

Power “"rz [ ' m
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DHCP 1 Serveri Setup Profiles

The Setup Profiles tab under the DHCP/Server category list$otlowing information about the current

state of the server and the existing network profiles:
Server Enabled
Indicates whether the DHCP server is active
Allow Broadcast
Indicates whether the DHCP server will process broadcast messages
Delay Broadcast(Ms)
The amount of time the DHCP server will delay processing a broadcast message
Server ID
Descriptive name of the DHCP server

Profile Name
Descriptive name of the network profile
Address Pool
Range of IP addresses which the profile can use.
Subnet Address
The most restrictive subnet address calculated from the address pool range
Subnet Mask
The most restrictive subnet mask calculated from the address poal range
Domain Name
The domain name to be presented to the client
Has Profile IP Maps
Indicateswhether the profile has IP maps associated with it
Delete
Deletes the profile along with all IP maps and bindings associated withét Default profile cannot be deleted.

DHCP Server Setup

Server Enabled Enabled
Allow Broadcast Enabled
Delay Broadcast (Ms) 300
Server [D N-Tron Switch fecbd:el

DEFAULT

Add Profile
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DHCP i Serveri Setup Profiles,Cont i nuedé

DHCP Server Configuration

Server Enabled | Enshled
Allow Broadeast | Enabled +
Delay Broadcast (Ms) 500

Server ID | M-Tron Switch fe:bd:el

[ Update ][ Cancel ]

DHCP Server Network Profile

Network Profile Name
Address Pool Start
Address Pool End
Lease Time 55 Days
0 Hours

Advanced =<

Broadcast Address *
Domain Name *
DNS Server 1 **
DNS Server 2 **
Gateway 1 **

Gateway 2 **

* When field is left blank, the corresponding default profile value is used.
** When both related fields are left blank, the corresponding default profile values are used.

Update ] [ Cancel ]
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DHCP 1 Serveri SetuplP Maps

The Setup IP Maps tab providibe way to create IP mappings with an existing network profiteere are
three types of mappings that can be created: Dynamic Range, Static Range, and Single IP.

DHCP Server Setup IP Maps

You must add a non Default Network Profile before adding an IP Map.

[ Dynamic Range ] IP Address Range
[ Static Range ] Option 82 Relay Agent
[ Single IP | Option 61 orMAC

The Dynamic Range type of mapping is used to eate a range of dynamic IP addresses for requesting
clients. The following information is required:

Network Profile

An existing network profile to which the IP map applies

Low IP

The starting IP address of a range

High IP

The ending IP address of a reng

DHCP Server Dynamic Range
Network Profile

LowIP | |

— |

[ Update H Cancel ]

The Static Range type of mapping is used to create a range of static IP addresses dedicated to specific
ports on a relay agent switch.There are two different data entry formats available according to
whether the relay agent type is for an NTRON or for a generic switch.

To create a range of static IP addresses on an™Non relay agent switch:
Network Profile
An existing network profile to which the IP map applies
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DHCPi Serveri Set up | P Maps, Continuedé@

Relay Agent Type

Should be set to NVRON.
Switch Model

List of N-TRON models that support this feature
Remote ID

A unique identifier that designates theMRON relay agent switch
Add

Checkbox used to add an IP map for the corresponding port
Port No

The actual port number
Port Name

Descriptive name of the part
VLAN

VLAN ID that the port is a member of
Circuit ID

Auto-generated string based on the port name and VLAN ID
IP Address

IP address to assign to the IP map
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DHCPi Serveri Setup | P Maps, Continued?©é

DHCP Server Static Range

(Option 82)
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DHCP 1T Serveri Setup IP Maps

Continuedé

To create a range of static IP addresses on a generic relay agent switch:
Network Profile

An existing network profile to which the IP map applies.

Relay Agent Type
Should be set to Generic

Port Count

The number of ports on the particularagbgent switch

Add

Checkbox used to add an IP map for the corresponding port

Port No

The actual port number

Remote ID

The identifier that corresponds to an Option 82 Remote IBogtibn used by the particular relay agent switch

Circuit ID

The identifer that corresponds to an Option 82 Circuit ID-sytion used by the particular relay agent switch

IP Address

IP address to assign to the IP map

DHCP Server Static Range

(Option 82)

Network Profile

Relay Agent Type

(O N-TRON (*) Generic

Port Count

R i 1921682 |
® Hex OMAC OIP O String ®Hex OMAC Q1P O String

[ NI || 1921882 |
(5 Hex O MAC COIP O String (& Hex OMAC OIP O String

mE A i 1921682 |
® Hex OMAC O 1P O String ®Hex OMAC Q1P O String

| || 1921882 |
® Hex OMAC O1P O String ® Hex OMAC O1P O Sting

m i | 1921682, |
®Hex OMAC Q1P O String ®Hex OMAC Q1P O String

mE U || 1921682 |
(®) Hex OMAC OIP O String () Hex OMAC O1IP O String

[T bl 1921882 |
® Hex OMAC O1P O String ® Hex OMAC O1P O String

|| || 1921682 |
®Hex OMAC O 1P O String ®Hex OMAC O 1P O String

[ Update ] [ Cancel ]

(Revised 201111-15)

Page39 of 169



DHCPi Serveri Set up | P Maps, Continuedé@

The Single IP type of mapping is used to create a statiddRess for an individual clienf he following

information is required:

Network Profile
An existing network profile to which the IP map applies

P

The static IP address to offer to a client

Unique ID

The unique identifier that must matetiher the dl e n t

Format

Designates how the Unique ID is interpreted.

identifier (Opti

on 61)

Network Profile
P

Unigue ID
{ie -MAC)

DHCP Server Static IP

(Option 61/MAC)

prof_1

Update ] [ Cancel ]

Format

MAC Address +
Hex Values

MAC Address

String

(Revised 201111-15)

Page40 of 169

or

t



DHCP 1 Serveri View Bindings

The View Bindings taltists the bindings of physical devices to IP addresses that are in useredoff
Network Profile
The profile applied to the binding entry.
Binding Identifier
The client associated with the binding entry
Client Hardware Address (MAC)
The clientds MAC address
Client IP Address
The actual IP address assigned to the binding entry
Status
Indicates the current status of the binding entry
Release
Removes the corresponding binding.
WARNING: By releasing an IP address, it is possible to end up with two physical devices with the same IP address
which may cause network disruption tottha address.

DHCP Server Binding List

pmt'l Ciﬂit]D(Strmg) = N-Tron Switch fbfa:40 wﬂﬁm 1921682100 Dynmmuse w

(Revised 201111-15) Paged1of 169



DHCP 1 Relay & Local IP - Setup

The Setup tab under the DHCP/Relay & Local IP category shows the current state of the relay agent.

DHCP Relay Agent & Local IP Setup View
Relay Status = Disabled

Remote ID  192.16822

Server 1 [P

Server 2 [P

Server 3 [P

Server 4 [P

PortNo Port Name Relay Status

01 Pl Disabled
2 B Disabled
03 P3 Disabled
04 P4 Disabled
03 | 5] Disabled
06 P6 Disabled
07 P7 Disabled
08 P8 Disabled
09 P9 Disabled
10 P10 Disabled
11 Pi1 Disabled
12 P12 Disabled
13 P13 Disabled
14 Pl4 Disabled
15 P15 Disabled
16 P16 Disabled
17 P17 Disabled
18 P18 Disabled
19 P19 Disabled
20 P20 Disabled
2 P21 Disabled
2 P22 Disabled
23 P23 Disabled
24 P24 Disabled
13 P25 Disabled
26 P26 Disabled

[ Modify | | Refresh |

By selecting the Modify button, you can configure general settings of the relay agent, as veifigare
settings on a per port basishe following describes these settings:
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DHCPi Relay & Local IPi Set up, Continuedé

Relay Status

Indicates whether the DHCP relay agent is active
Remote ID

Theunique identifier that designates the relay agentcswi
Server # IP

Theconfigured IP address of the DHCP servers

Port No
Theactual port number
Port Name
Thedescriptive name of the port
Relay Status
Theselection to designate whether the port will perform relay agent functionality.choices are:

Disabled The port will function without relay agent processing.

Enabled The port will relay DHCP clienbriginated broadcast packets to the DHCP servers.

Assign Local IP  The port will not relay DHCP clidroriginated broadcast packetsistead the relagigent
wi || of fer the portds |l ocally assignec

Other Data
When the Relay Status is set to Enabled, the Circuit ID for the port can be spadified.the Relay Status is set to
Assign Local IP, the IP address for the port caspeified.
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DHCPi Relay & LocalIPTi Set up, Continuedée

DHCP Relay Agent & Local IP Setup

IP Address

Update || Cancel
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LLDP - Configuration

Mode:
Enables or Disables LLDP on the Switch. Default: Disabled

Transmit Interval:
Specifies the interval at which LLDP frames are transmitted. Default = 30 second

Transmit Hold Multiplier:
Specifies a multiplier on the Transmit Interval when calculating a -Tanéve value. Default = 4.

Re-Initialization Delay:
Specifies a minimum time an LLDP port will wait beforeiméializing after setting the port tdisable followed by
setting a port to TXOnly or Tx/Rx. This prevents excessive Natifications if someone toggles between Disabled and
Enabled on LLDP Port settings. Default = 2 Seconds.

Notification Interval
Specifies the interval between successiagifications generated by the switch. If a port sends out a notification and
another port tries to send out a notification, the notification will not be sent until the interval expires.
Default = 5 Seconds.

LLDP Configuration View

Mode | Disahled

Transmit Intexrval (Sec) | 30

Transmit Hold AMultiplier | 4

Re-Initialization Delay (Sec) | 2

Motification Interval (Sec) | 5

| modity || Refresh |

Note: Aredundant network topologyill haveone or moreblocking potsto prevent loomjg and
broadcast stormsLLDP will notreceiveneighbor informationnto a blocked port, thoughhe
LLDP information willbe transmitted out of a blocked porherefore, the switch that has the
blocked portwill not know about the neighbor on the other side of the blocked port, but the neighbor
will know about the switch that has the blocked port.
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LLDP - Ports

LLDP Ports View

Port Name
Descriptive name of the port on the local switch.

Transmit
Enables or Disables LLDP Transmission on the switch.

Receive
Enables or Disables Receiving of LLDP Frames from neighbor switches.

Allow Management Data
Allow the Transmission of Management type information. For example: IP Address of switchgBaripbon, System
Name and Vlan information.

Allow Notifications
Notifications are transmitted when local or remote data changes.

LLDP Ports View
T YES YES YES NO
P2 YES YES YES N0
P3 YES YES YES NO
P4 YES YES YES N0
P5 YES YES YES NO
P6 YES YES YES N0
P7 YES YES YES NO
P3 YES YES YES N0
PO YES YES YES NO
P10 YES YES YES NO
Pl1 YES YES YES NO
P12 YES YES YES NO
P13 YES YES YES o]
P14 YES YES YES NO
P15 YES YES YES N0
P16 YES YES YES NO
P17 YES YES YES N0
P13 YES YES YES NO
P19 YES YES YES N0
P20 YES YES YES NO
P21 YES YES YES NO
P22 YES YES YES NO
P23 YES YES YES NO
P24 YES YES YES N0
P23 YES YES YES NO
P26 YES YES YES N0
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LLDP - Status

LLDP Ports Neighbor View

The Status View shows the results of LLDP discovery. The LLDP Ethernetddreaueived from neighboring ports are
composed of a collectioof data unis called TLVs Each TLV contains a defined type of information such as the Chassis ID
described below, which contains the MAC address of the device sending the frame. The maxinemai neighbors displayed
per port is four.

Port Name
The name of the local port on which the neighbor information was received.

Neighbor MAC
MAC address of neighbor switch. Corresponds to the LLDP Chassis ID TLV.

Neighbor IP
IP address of@ighbor switch. Corresponds to the LLDP Management Address TLV.

Neighbor Port Description
Description of the neighbor Port from which the LLDP frame was sent.

Neighbor System Name
The system's administratively assigned name on the neighbor switch.

Neighbor VLAN PVID
The Port VLAN identifier (PVID) associated with the neighbor port.

Neighbor VLAN ID/Name
A list of all VLAN's for which the neighbor port is a member.

Neighbor TTL
Indicates the number of seconds that the information associdtethisi neighbor will be valid. Time to Live (TTL)

LLDP Ports Neighbor View

00:07:affF38:82 | 192168144 | Port2- 100100 Mibit T | H-TRON Switch f£:32:20 0001 - Default VLAN
3333 - M-Ring VLAN

P& 00:07:affF:Pe:ed | 1921628127 | Port 3- 104100 Mbit T | N-TROM Bwitch f£:9¢:e0 1 0001 - Drefault VLAN 115
F11 | 00:07:afffe2:d43 | 19216581 215 | Port 3 - 10¢100 Dot T | H-TRON Swatch ffcB:40 1 0001 - Default VLAN 20
P14 | 0007:afffaf43 | 192168134 | Port3- 100100 hibit TEX | N-TREON Bwitch fFaf:40 1 0001 - Default VLAN 97
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LLDP - Statistics

LLDP Local Port Statistics View

Port Name

Descriptive name of the port on the local switch.

Transmitted Frames

The total number of LLDP Frames sent out from the local &witc

Received Frames

Total number of LLDP frames received by the local switch.

Discarded Frames

The total number of frames discarded due to incorrect TLV's in frame.

Error Frames

Total count of all LLDP frames received with one or more detectaliese

Neighbor Age Outs

Total count of the times that a neighbor's information has been deleted from the switch because the
Time to Live (TTL) has expired.

LLDP Port Status

Local Port setting (Receiv@x/TransmitTx/Disable).

(Revised 201111-15)
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Portsi Configuration

The Configuration tab under the Ports category will show a detailed overview of all the active ports on the
switch. The overview will display the following information:

Port Number
This is the port index.

Port Name
This field displays the name ofefport. The designatioof TX is for copper port$; X is for fiber optic ports and GB is
for the Gigabit ports (fiber or copper)

Admin Status
This configurable field displays the existing status of the port whetheEitabled/Disabled.

Link Status
Current Link state of the port.

Auto Negotiation State
This configurable field displays the current antegotiation state whether itEabled/Disable.

Port Speed
This configurable field displays the speed of each pot1001000Mbps.

Duplex Mode
This configurable field displays the existing mode of the port whetheFulisDuplex/Half Duplex.

CrossoverMode
This configurable field displays the existing crossover mode of theTdust.can be Yes, No, or Auto. Auto is the
default.

Flow Control State
This configurable field displays the existing flow control status of each port. When enabledijtiial port supports
half-duplex back pressure and fdlliplex flow control. The default Bisabled.

RSTP State
The current RSTP status of a port. It ncayntainDisable/Discarding/Learning/Forwarding.

PVID
This configurable field displays the existing port VLAN ID setting. The allowable ranyd(94.

Usage Alarm Low (%)
The bandwidth utilization percentage below which a fault will be triggémrabbled. For half duplex the bandwidth
utilization percentage is the sum of both RX and TX bandwidth utilization, and for full duplex this is the higher of TX or
RX bandwidth utilization. See Port Utilization View and Port Usage Fault on FauligDoatfon View.

Usage Alarm High (%)
The bandwdth utilization percentage abowich a fault will be triggered if enabled. For half duplex the bandwidth
utilization percentage is the sum of both RX and TX bandwidth utilization, and for fuébdtips is the higher of TX or
RX bandwidth utilization. See Port Utilization View and Port Usage Fault on Fault Configuration View.
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PortsiConfi guration, Continuedé@
Port Configuration View
Part Pert Admin Link Amte Part Duplex Cress Flow Port oo :i’:f; :;’f;
No Name Status Status  Nego  Speed Mode Ovwver Control State Low [%] High [%]
0ol o | Enabled Down  Enabled Auto Auto Auto Disabled Dizabled 1 0 100
02 P2  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
03 B3 Enabled Down  Enabled Auto Auto Auto Disabled Dizabled 1 0 100
04 P4  Enabled Down Enabled Auto Auto  Auto Disabled Dizabled 1 0 100
03 B3 Enabled Down  Enabled Auto Auto Auto Disabled Dizabled 1 0 100
06 PG | Enabled Down Enabled Auto Auto  Auto Disabled Dizabled 1 0 100
o7 P7  Enabled Up Enabled 100 Full  Auto Disabled Forwarding 1 1] 100
08 BB Enabled Down @ Enabled Auto  Auto  Auto  Disabled Dizabled 1 0 100
e P%  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
10 P10  Enabled Down  Enabled Auto Auto Auto Disabled Dizabled 1 0 100
11 P11 Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
12 P12  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
13 P13 Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
14 P14  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
13 P13  Enabled Down Enabled Auto  Auto Auto Disabled Disabled 1 0 100
15 P16  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
17 P17 Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
18 P18  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
1% P12  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
20 P20  Enabled Down @ Enabled Auto Auto  Auto Disabled Dizabled 1 0 100
21 P21  Enabled Down Enabled Auto Auto Auto Dizabled Dizabled 1 0 100
22 P22  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
23 P23  Enabled Down Enabled Auto Auto Auto Dizabled Dizabled 1 0 100
24 P24  Enabled Down Enabled Auto Auto Auto Disabled Dizabled 1 0 100
23 P25 | Enabled Dwown Disabled 1000 Full Auto | Disabled Dizabled 1 0 100
26 | P26 | Enabled Dwown | Disabled = 1000 Full Auto | Disabled Dizabled 1 0 100
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PortsiConfi guration, Continuedé@

The User can click on the Port Number tmnfigure each port individually. This will allow the user to
change the portds settings for the following fi

Admin Status
Speed and Duplex
Cross Over

Flow Control

PVID

Usage Alarm Low
Usage Alarm High

P2 - Port Configuration
© PortName

Admin Status || Epghlad v

Speed And Duplex | Auto-Negotiate v |

Cross Over || p g v

Flow Control | [isgblad +

PVID

ks

Usage Alarm Low [%0]

o ]

Usage Alarm High [%9]

=1
=1
=]

[ Update

e

[ Cancel]
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Ports T MAC Security T Learning

The Learning tab all ows the administrator to co
is the secure mode. OLearningd builds an inter
LAN. Whenthecue nt mode is 6éLearningd, no ports are s
MAC Learning View
Current Mode | Leaming
Secure Ports

PI::" ﬁ::e Secure Role

(1)} Pl RSTP

02 B2 RSTP

03 P3 RSTP

04 P4 RSTP

05 B3 RSTP

06 P& RSTP

07 P7 RSTP

08 P3 RSTP

09 PO RSTP

10 | P10 RSTP

11 P11 RSTP

12 | F12 RSTP

13 P13 RSTP

14 | P14 RSTP

15 | P15 RSTP

16 | P16 RSTP

17 | P17 RSTP

18 P18 RSTP

19 P19 RSTP

20 | F20 RSTP

21 P21 RSTP

22 | F22 RSTP

25 B33 RSTP

P24 RSTP

25 B25 RSTP

26 P26 RSTP

[ Modify | [ Refresh
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Portsi MAC Security i LearningCont i nuedé

I n 6Lockeddé mode, 6Secured Por t sNote:svheo WRéng dnthaee por
N-Link are used, the {Ring/N-Link ports will not have MAGecurity enabled.

MAC Learning View
Current Mode Locked
Secure Ports
PI‘:: I‘?;:l‘le Secure  Role
01 Pl RSTP
02 | P2 RSTP
03 P3 RSTP
04 | P4 RSTP
03 P35 RSTP
06 | P6 RSTP
o7 | P7 ESTP
08 P8 ESTP
0w P2 RSTP
10 | P10 RSTP
11 | Pi1 RSTP
12 | P12 RSTP
13 | P13 RSTP
14 | P14 RSTP
15 | P13 ESTP
16 | P16 ESTP
17 | P17 RSTP
18 | P18 RSTP
19 | P19 RSTP
20 | P20 RSTP
21 | P21 RSTP
2 | P2 RSTP
23 | P23 ESTP
4 | P4 ESTP
25 | P23 RSTP
26 | P26 RSTP

[ Modify | [ Refresh
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Portsi MAC Security i LearningCont i nuedé

The Modify button allows the administrator to change the current mnodeelect the ports to be secured

When transitioning from &6dLearni ngo )talde réplesemtsktireed 6 ,
authorized MAC addresses, with the addition of any manually entered addresses (refer to Authorization L
section below). Transitioning from O60Lockedd to

MAC Learning Configuration

[ Update J [ Cancel J
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Ports i MAC Security T Authorization List

The Authorization List tab allows for manual entry or deletion of authorized MAC source addresses with
associated authorized ports.

MAC Authorization View

Entry MAC Address Ports
1 00:07:af fheed:d0 P1-P2. Pd
2 000Taffbel:dl P3-P4

| Modify | [ Refresh |

Selecting Modify displays the MAC Authorization Configuration page, which allows the administrator to
add newentries, delete existing entries, or edit authorized ports of existing entries.

MAC Authorization Configuration

Entry MAC Address Ports Delete

1 | 00:07:affbed:d0 P1-P2, P6
00:07-affh-eD-dl P3-P4

|Add | | Done | | Refresh |

It

Selecting Delete removes the associated entry. Selecting Add displays the MAC Authorization Entry pag

showing default values for the administrator to modify (see beldMhen an entry number hyperlink is
selected, this same page is displayed except it shows the associated MAC address and authorized ports.

MAC Authorization Entry

MAC Address || 00:00.00.00.00:00

e [z Vs [v]P4
vlps [vIpe [vlp7 [-]P8
?lpe  [vlPw0 [v[pn1 [v]P12
PortList [v]P13 [vIP1a [v]P15 [“]P16
?lp17 [v]P18 [v]P19 [v]P20
vlp21 [vlp22 [v]P23 [v]P24
’ SelectAll ” Select Mone ]
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Ports i MAC Security T Intruder Log

The Intruder Log tab displays a list of unauthorized MAC addresses tivaipatd to access the secured
device. Each intruder entry in the log is unique, and is based on the combination of MAC address, VLAN
and port. Only the first occurrence of the intruder is listed. The log is ordered by most recent first, based
the sytem time. The maximum number of entries is 100. If more than 100 intruders are detected, the
oldest entries are deleted. The log is not saved through a power cycle.

Intruder Log

-_--—-
00:07:af f7:0d-00 P14 0 days, 0 hours, 18 mins, 36 secs

2 00:07-af£-36:20 1 P%  0days, 0 hours, 5 mins, 24 secs
Clear | ALL |+ | Refresh

P1
P2
P3
P4
P5
P6
P7
P8
P9
P10
P11
P12
P13
P14
P15
P16
P17
P18
P19
P20
P21
P22
P23
P24

An entry can be individually removed from the log by selecting the associatee Det&in. All entries or
entries specific to a port can also be removed from the log by choosing the option in the dropdown list anc
then selecting the Clear button.
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Ports 1 Mirroring

A mirroring port is a dedicated port that is configured to recigecopies of Ethernet frames that are being
transmitted out and also being received in from any other port that is being monitored.

The Mirroring tab under the Ports category displays the status including the list of Source Ports and t
Destination Porthat the Sources are being mirrored to.

Port Mirroring Configuration View

Mirror Status = Disabled
Destination Port Pl

Mirrered Data Only

Source Ports

Port Port

No Name I | L

01 P1
0z P2
03 P3
04 P4
03 P35
06 Pé
07 P7
08 P2
09 PY
10 Pi0
1  Pil1
12 | Pi2
13 | Pi3
14 P4
15 | P13
16 Pié
17 | P17
18 Pis
19 | P19
20 | P20

21 | P21

3
¥

25 | P25

26 | P26
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Portsi Mirroring, Conti nuedé@

Following the Modify button, you can enable the status of port mirroring and select source ports and t
destination port that the source ports will be mirrored to.

Port Mirroring Configuration
Mirror Status | | Disabled

Destination Port
Mirrored Data Only

P4

Source P P5

P6

P7

P8

ALL | [Ipg

0 Pl E::?

P12

B leis

03 B [Pl

P15

04 | P4 | P16

P17

03 | P3| P18

P19

06 | P6 | [P20

P21

07 | PT | [[P22

P23

08| B8 | [Ipog

P25

0B ps
10 PO | ][O
1| Pl ]| [
2 P2 | ]l0
13 P3| ][O
14 P4 | O O
S EE |
16 P60 O
e | (]
138 | P18 |
198 RIS N
20 F20 ] ([
a (POl O
22 B2
4 P4 O
% P26 ]| O
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Ports1 Trunking

The Trunking tab under the Ports category displays the following details:
Trunk Ports
This field displays the ports associated with the trunk.
Trunk Status
This configurable field displays the existing status of the trunk. It can be eithde&fizibabled.

Port Trunking Configuration View

P23-P24  Disabled

| Modify | [ Refresh |

By selecting the Modify button, you can select a trunk group.

Port Trunking Configuration

P23-P24 |v|  Disabled v |
P3-P4

P23-P24
P25 P2

Notee RSTP must be disaal in order to use the Trunkingdture.
Twoports of the same speed can constitute a valid trunk.
Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duplex mode. If a port is not linked, there could be
difficulty as to similar speed and duplex mode. It is best to hard code speed and duplex mode for
each tunking link, at both ends.

Do not use Trunking on an-Ring manager. Do not connect theRihg to actively Trunking ports
on an Auto Member.
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PortsT QOS

The QOS decision tree chooses the highest priority Transmit Queue (TQ) of the following criteria:
Force High Priority (Port Based) TQ mapping, IEEE 802X prifapping, or DSCP TQ mapping.

The QOS tab under the Ports category displays the following details:

Port Number
This is the port index.

Port Name
This field displays the name of the port.

Include DSCP
This field displays the status of whether or notidude the RFC 2474 DSCP TOS (Type of Service) in the TQ
decision. When enabled, the DSCP TOS is included when evaluating traffic priority.

Include 802.1p
This field displays the status of whether or not to include the IEEE 802.1p COS (Class of $rethied)Q decision.
When enabled, the IEEE 802.1p COS is included when evaluating traffic priority.

Force High Priority
This field displays the Force High Priority status. When enabled, the port based priority is included in the TQ decision
for all portsand all frames received on a port will use the default QOS priority for that port in the TQ decision.

Port Priority
This field displays the default QOS priority for that port. This is the IEEE 802.1p COS (Class of Service) assigned to al
untagged ingres frames, or all ingress frames if Force High Priority is enabled. The range is 0

QOS Configuration View

Port Port Include Imclude ForceHigh Port
Ne Name DSCP  802.1p Priority  Priority

1 Pl | Enabled Enabled Disabled
P2  Enabled Enabled Disabled
P3 | Enabled Enabled Disabled
P4  Enabled Enabled Disabled
P53 | Enabled Enabled Disabled
Pé  Enabled Enabled Disabled

e I - O N P R

P7 | Enabled Enabled Disabled
8 P8 Enabled Enabled Disabled
9 P?  Enabled Enabled  Disabled
10 P10 Enabled Enabled Disabled
11 P11  Enabled Enabled Disabled
12 PI2  Enabled Enabled Disabled
13 | P13  Enabled Enabled Disabled
14 P14 Enabled Enabled Disabled
15 | P15  Enabled Enabled Disabled
16 P16 Enabled Enabled Disabled
17 | P17 | Enabled @ Enabled = Disabled
18 P18 Enabled Enabled Disabled
1% | P19  Enabled Enabled Disabled
20 P20 Enabled Enabled Disabled
21 | P21 Enabled Enabled Disabled
22 P22  Enabled Enabled  Disabled
23 | P23  Enabled Enabled Disabled
24 P24 Enabled Enabled Disabled
25 | P23  Enabled Enabled = Disabled

(0 PR S PRI | PRI | VRPN | RN | PR S RPN | PSR (S PR | R | VI PR (S PSR I [

26 P26 Enabled Enabled Disabled
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PortsT QOS,

Cont

nuedé

Following the Modify button, the administrator can independently configure the ports for different QOS
functionality. Once thesefieldsear f i | | ed i n to
may be updated by clicking the Update button at the bottom of the page.

(Revised 201111-15)

me et

t he

Modify QOS Configuration

WAnLOBEOEDOCHI

\Enabled v | | Enabled v | Disabled v| 1 v
2 | P2 Epabled v | Enabled v| Disabled ¥| |1 v
3 | P3| Enabled v| |Enabled v| | Disabled ¥| |1 v|
4 | P4 Enabled v| Enabled v| | Disabled ¥ | |1 v
5 | B3 Enabled v| |Enabled v| | |Disabled ¥| |1 v
6 | P6 | Enabled v| Enabled v| Disabled ¥| |1 v
7 | P1 | Enabled v| |Enabled v | | Disabled ¥ | |1 v|
8 | P8 Enabled v| Enabled v| Disabled ¥| |1 v
® | P9 Enabled v| |Enabled v| | Disabled ¥| |1 v|
10 P10 Epabled v| Enabled v| | Disabled ¥| |1 v
Il | Pl Epabled v| Enabled v| | Disabled v| |1 v
12 P2 | Epabled v| Enabled v| Disabled ¥| |1 v
13 P13 Epabled v| Enabled v| |Disabled ¥| |1 v
4 Pl Epabled v| Enabled v| | Disabled ¥ | |1 v
15 P15 Epabled v| Enabled v| |Disabled ¥| |1 v
16 ' PI6 | Epabled v| Enabled v| Disabled ¥| |1 v
17 | PIT | Epabled ~| |Enabled v| | Disabled | 1|+
18 | P18 Enapled v| |Enabled v | | Disabled v | _
19 | P19 Enabled v| Enabled v| Disabled v | § |
20 P20 |Enapled v | Enabled v | | Disabled v | E |
21 P2 Enabled v| | Enabled v | | Disabled v | ? |
2 P2 Enabled v| | Enabled v | Disabled v | 1v|
23 P23 Enabled v| Enabled v | Disabled v| 1 v|
24 PX | Enapled v| | Enabled v | Disabled v | 1v|
25 P25 Enabled v| Enabled v | Disabled v| 1 v|
%6  P% | Enabled v| Enabled v | Disabled v | 1v|

| Update | | Cancel |

needs
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Statisticsi Port Statistics

The Ports Statistics tab under the Statistics category displays aN#B glarameters. Each port has a
separate counter for each parameter. This gives users the ability to see what kind of packets are going o
which ports. At the bottom of thgage for each port there are thbestons. Refresh will update the

staistics for that port numberClear will reset all the counters for th@ort number.Clear All Ports will

reset all the counters for all ports.

Port Statistics

Pori |F§ w
Statistics For Poxrt P8

5No Countier Type Value
1 | TxOctets 372008
2 | TxDropped Packets 1]
3 | TxBroadcast Packets 5
4 | TxIMulticast Packets 1512
5 | TxUnicast Packets La13]
6 | TxCollisions 0
T | Tx3ingle Collision 0
2 | TxIultiple Collision 0
O | TxDefetred Transmit 0
10 | TxLate Collision 0
11 | TxExcessive Collision 0
12 | TxFrame In Disc 0
13 | TxPause Packets 0
14 |Bxé4Packets 58
15 |Rxdé5 to 127 Packets 1
16 |Rx 128 to 255 Packets 74
17 |Bx 256 to 511 Packets 3
18 | Bx 312 to 1023 Packets 7

19 |Rx 1024 to 1522 Packets 2

20 | BxOctets 202617
21 |BRxDropped Packets 1]
22 | BxBroadcast Packets 2
23 | Bxhdulticast Packets 781
24 | BxUnicast Packets [
25 | BxUndetsize Packets 0

26 | BxOwersize Packets 0
27 |Rxlabbers 0

2% | ExAlignment Errots 0

29 | RExGood Octets 202617
30 |Ex3A Chahges A7
31 |RxFCS Errors 1]

32 |RxPause Packets

33 |RxFragments

34 | RxExcessive Disc Size

o|lo| oo

35 | RxZwmbol Brror

Fefresh H Clear H Clear All Forts
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StatisticsT Port Utilization

The Ports Utilization tab under the Statistics category shows all the pohs switch and will display a

bar graph showing the percentage of bandwidth being used. These figures and bars are for a general feel
of what the bandwidth usage is-T¥on recommends the use of\llew in order to get a precise bandwidth
usage figure.

Port Utilization

Scale: 20 v
B 20
A
x 16
2_ 12 | | |
v 2 N m il
> Tl | N Bl Ewm l
1 AN || 1 1
PL P2 P} P4 PS5 P6 P7T PS8 P9 PI0 P11 P12 P13 P14 P15 P16 P17 P18 P19 P20 P21 P22 P13 P24 PI5 P26

FORTS
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VLAN 71 Configuration

Replace VID Tag with Default Port VID

Specifies whether or not to replace the incoming VID tag with the port's designated VID.

Perform Ingress Filtering

Specifies whether or not to filter out ingress frames when a VID viol&idetected.

Discard Non-Tagged for Ports

Specifies whether or not ndagged ingress frames are dropped by the selected ports.

Remove Ports from Default VLAN when Added to Other VLAN
Specifies whether arot to remove ports from Default VLAN when thega@added to another VLAN.

VLAN Configuration View

Replace YID With Default Poxt VID

Perform Ingress Filtering

Discard Non-Tagged For Ports

(Mone)

Remove Poxits From Default YLATY
When Added Te Other VLAN=

0001 | Default VLAN | P1-F24, P25-P26 | P1-P24, P25-Pa6

| madify || Refresh |

(Revised 201111-15)
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VLAN Configuration

Replace VID Tag With Default Port VID | []

Perform Ingress Filiering | [ |

Clpr Clpz [lpz [lps
Llps Oles [Olpr  [lesz
Clps  [Clpwo Clpnn [Clpiz
Llpiz Clria OIpis Cleis
Clpir Clpie Clpie [lezn
Llpzr Olpzz [lpzz [lrza
Llpzs [lpzs

| Selectal || SelectMone |

Discard Mon-Tagged For Poris

Remove Poris From Default VLAN
When Added To Other YLANs

’ Update ” Cancel ]

0001 Default YLAM | P1-P24, P25-P26 | P1-P24, P25-P26

[ Done H Refresh ]

Note thatfor convenience in most frequent use

1 Ports are deleted from groupl as each port is added to another group.

1 Ports are added to groupl if a deletion leavesrtwith no group.

1 Ifitis desired to have a port @moupl and also on other group€s)nfigure groupl last to achieve that.

Note: RSTP on overlapping VLANSs is not supported and the system will automatically disable RSTP on &
but the lowest VID VLANSs that have overlapping ports.
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VLAN 1 Group Configuration

VLAN ID
This field displays the VLAN ID. The range should :4094.
VLAN Name
This configurable field displays the name of the VLAN, which accepts alphanumeric and special characterg (#, _,
only.
Allow Management
Specifies whether orat all ports in this VLAN are management ports.
Change PVID of Member Ports
Specifies whether or not the PVID of the member ports is set to this VLAN ID.
Port No
This is the port index.
Port Name
Descriptive name of the port
Group Member
Specifies whetheor not the port is included in the group.
Untag on Egress
Specifies whether or not egress frames are tagged by the designated port.

Tagged VLAN Group Configuration

m
Name

Allow Management
Change PVID Of
Member Ports
Group Ports

Port Port Group UntagOn
No Name Member Egress

o1 | P1 O
02 | P2
03 | P3
o4 | P4
05 | Ps
06 | P&
07 | P7

08 P8

-z

-
O
S oo
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Bridging 1 Aging Time

The Aging Time tab under the Bridging category will display the currently configured Aging Tihs.
page allows users to modify this variable to meet their needs.

Bridging Aging Time View

Aging Time 20 secs

| Modify | | Refresh |

After selecting the Modify button, the user will be presented with a page thatdle number to be
enteredand updated. The default aging time is 20 seconds.

Bridging Aging Time Configuration

Aging Time o

[ Update ][ Cancel ]

Note: If the svitch is an active participant of an-Ring, then the NRing Aging Time will be used instead
of the Bridging Aging Time.
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Bridging 7 Unicast Addresses

The Unicast Addresses tab under the Bridging category will display a list of MAC addresses that are
asseiated with each respective port number. This can be used to statically assign a MAC address acces:

a single port on the switch.

Display Static Unicast MAC Addresses

Mumber of Static Unicast MAC Addresses: 0

[Add][ Remove H Refresh ]

Following the Add button on the page above, the administrator must enter a valid MAC address and
associate it with a ppnumber on the switch. Once the administrator hits the Add button, the changes will

take effect instantly.

Add Unicast MAC Address Filter

Mac Address | 0007 AF.000000 |

Port P1 |w
VLANID
[Add] [ Cancel ]
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Bridging 7 Unicast Addresses Conti nued?é

Once a static MAC address has been added, it will be displayed in a list on the main pageicader Un
MAC:s tab.

Display Static Unicast MAC Addresses

00:07:af:00:00:00 F1 1

Mumber of Static Unicast MAC Addresses: 1

[Add][ RHemove H Refresh ]

Following the Remove button on the example above, an administrator can select a static MAC address frc
the list using a pullown menu. After selecting the MAC address, the administrator needs to press the
Remove button on the pageramove the entry

Remove Unicast MAC Address Filter

Mac Address || 00.07:af00:00.00 v |

Mumber of Static Unicast MAC Addresses: 1

Remove ] [ Cancel ]
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Bridging 1 Multicast Addresses

The Multicast Addresses tab under the Bridging category will display a list of Multicast Group Addresses
that are associated with respective port numbers. This may be used to staticallg Mdiggast Group
Address access to a group of ports on the switch.

Display Static Multicast Group Addresses

Static Multicast Group Address Filters
Multicast Address  PortList VLANID

Mumber of Static Multicast Group Addresses: D

[Add” Remove ][ Refresh ]

Following the Add button on the page above, the administrator must enter a valid Multicast Group Addres
and associate it with a port number or list on the switch. Once the adnimistieks on the Add button,

the changes will take effect instantly.

Add Multicast Group Address Filter

Multicast Address | |01:07-AF:00:00:00

Portlist U1p) [z M3 [vIps
(Jes [ee [Jer [Jes
Cee [Oewe e [Jei2
Oeizs [OJeie Oets [ris
Oewr [Ieiz [Clpie [Je20
CJea1 [Je22 [Jr23 [Jr24
Ors Or2s
[ Select All ” Select None l

VLANID 4

Note: If there are multiple ports on different VLANs, #@26will apply the static mulgast address to the
lowest VLANID that is associated with one of the ports assignettiéstatic multicast address. So
if the lowest VLAND contains all the ports assigned to the static multicast address (an umbrella
VLAN), it will function for all those ports with no problems. This can be achieved with overlapping
VLANS.
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Bridging i Multicast Addresses Continued?é¢

After adding a Multicast Group Address, it will appear on the main list and will show the associated ports
that go along with that address.

Display Static Multicast Group Addresses

Static Multicast Group Address Filters
Multicast Address Port List VLANID
01:07:af:00:00:00 Pl1-P4 1

Mumber of Static Multicast Group Addresses: 1

[Add][ Hemove ][ Refresh ]

Following the Remove button on the example above, the administrator will be presehtadist of
Multicast Group Addresses that are configured on the switch. Using théowrl menu, the administrator
should select the desired address to be removed. Then click on the Remove button at the bottom of the

page.

Remove Multicast Group Address Filter

Mac Address || 11:07:3700:00:00 +

Number of Static Multicast Group Addresses: 1

[ Hemove H Cancel ]

Note: If there are mliiple ports on different VLANS, thed26will apply the static multicast address to the
lowest VLANID that is associated with one of the ports assigned to the static multicast address. S
if the lowest VLAND contains all the ports assigned to the gtahulticast address (an umbrella
VLAN), it will function for all those ports with no problems. This can be achieved with overlapping
VLANS.
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Bridging 1 Show MAC by Port

This feature shows the MAC addresses of devices connected to each switch patiBniidiiresses
associated with the MACST h e b r o wieewMA® ey Badshiowsthe MAC for the device found

on each port, and tHP for the MAC presenteifl available If more than one device is on that port, then the
lowest alphanumeric of those MAdtidresses is shown and underlined.

View MAC By Port

e
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Bridging i Show MAC by PortCont i nuedé

The O0Act i VieddislooPn fRPirgoubreadb | e  ulmtiom gnd &aldo displaye thelexistiggd
Enabled or Disabled status of this feature. The default is disabled. M#adted the switch generates no
Ethernetraffic for this purposebut can still present some information gathered passively.

The 01 P06 f i e-Hetected bromarsiallyaentergduPtaddrésthere is a MAC address for the port
andan|P addressvasnot discoveredhere isanAssign IFbbuttonto allow the user to enter an IP address.
fAAct i ve Iisenalked smanaally entered IP values are underlined and validatatid#éted IP for

that MAC ispresented in gen and if validation failthe IP will be red and underlined. Note that some
devices do not have an IP Address, and that some devices that do have an IP Address may not respond
methods used to detect their IP Address.

|l nvoking the O0Assi gn | P éadmministratar will be presénte@ witle ax<farmmip | e
which to enter a manually assigned IP, as below:

Assign IP

MAC Address  00:07:af:00:eb:51

IP Address 192 1681,

[ Update ][ Cancel ]

When an IP has been manually entered a button is provided 6 D e, hnel inveking iPvéllallow the
administrator talelete the manual associationaof IP to that MAC.
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RSTP1 Configuration

The Configuration tab under the RSTP category will display the RSTP information for the first VLAN.
Using the puldown menu at the top of the page an administrator can choose which VLAN to configure
RSTP on. Oce the VLAN is selected, the administrator may configure the bridge by clicking on the
6Configurationdé |ink in the middle of the page.

RSTP Configuration View
VLAY

RSTP Root Bridge Configuration

32768 80:00:00:07:affe:bd:cl 0 0 16 1 13

This Bridge Configuration

1 13 16 32768 Fast False 0

(Revised 201111-15) Page74 of 169



RSTPiConfiguration Continuedé@

The configuration screen for the VLAN that was previously selected will lookH&example below. Here

the administrator can make changes such as the Hello Time, Forward Delay, Max Age, Priority, and the
Status of RSTP on that VLAN. The administrator or user can see the current RSTP status of the ports on
that VLAN by clickingonthed her edé | i nk to view RSTP Port Confi

RSTP Bridge Configuration For VLAN 1

VLAN 0001 - Default VLAN
Hello Time 1

Forward Delay 44
Max Age g
Priority | 32763 +

Status || Fgot w

Click _here to view the RSTP port Configuration at VLAN 1

[ Update ][ Cancel ]

Note: Itis recommended th&STPrings consist of RSTP capable switches
Trunking must be disabled in order to use RSTP.
Do not create redundant links unless either RSTP-&ilg is enabled.
RSTP on overlapping VLANS is not supported and the system will automatically disable RSTP on a
but the lowest VID VLANS that have overlapping ports.
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RSTPiConfiguration Continuedé@

Following the link for the view RSTP Port Configuration at VLAN#, the aufstrator or user can see the
current RSTP status of the ports on that VLAN. This will show information such as the Path Cost and the
Port State. If the switch sees a redundant path it will put the port with the highest Path Cost into Blocking
mode whee it will discard packets coming in on th@ort. In the example below3/s a redundant port with
port P2, therefore P2 is forwarding an@/s discarding.

RSTP Configuration View For VLAN 1
- DrdgePotCofigwation
Forwarding Enabled | Disabled = 80:00:00:07:afife:bd:cl
02 P2 Forwarding = 200000 128 No | Enabled Disabled | 80:00:00:07:affebd:cl 00:02
03 P3  Discarding = 200000 128 No | Enabled Disabled | 80:00:00:07:affebdicl 00:02
04 P4 Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:04
03 P3 Disabled | 200000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:03
06 Pé Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:06
07 | ) Disabled | 200000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:07
08 P2 Disabled | 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:08
1] ro Disabled = 200000 128 No | Enabled  Disabled | 00:00:00:00:00:00:00:00 00:09
10 | P10 Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:0a
1 | Pl1 Disabled | 200000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:0b
12 | P12 Disabled | 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:0c
13 | P13 Disabled = 200000 128 No | Enabled  Disabled | 00:00:00:00:00:00:00:00 00:04
14 | P14 Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:0e
15 | P15 Disabled | 200000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:0f
16 | P16 Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:10
17 | P17 Disabled | 200000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:11
18 | PIB Disabled | 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:12
19 | P19 Disabled = 200000 128 No | Enabled  Disabled | 00:00:00:00:00:00:00:00 00:13
20 | P20 Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:14
2 [ P21 Disabled | 200000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:13
2 | P2 Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:16
23 P23 Dizabled 200000 128 Mo Enabled | Disabled | 00:00:0:0:00:00:00:00:00 00:17
24 | PM4 Disabled = 200000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:18
25 | P25 Disabled 20000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:19
26 | P26 Disabled 20000 128 No | Enabled Disabled | 00:00:00:00:00:00:00:00 00:1a
<< Back ] ’ Refresh
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RSTPiConfiguration Continuedé@

If the administrator selects one of the ports on the previos c r een, he
Cost, Priority, and the status of Admin Edge and Auto Edge.

(Revised 201111-15)

RSTP Bridge Port Configuration

Path Cost

I':‘

Priority | 123 +

AdminFdge | Djsabled w

Auto Edge | Epgpled v

[ Update ] [ Cancel ]

or she
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IGMP 1T Configuration

The Configuration tab under the IGMP category will display the IGMP basic configuration settings. By default,

IGMP is erabled.

IGMP Configuration View

IGMP Status | Enabled
Query Mode Auto
Eouter Mode Auto

Remove Unused Groups
Manual Router Ports  (None)

N-Ring Router Ports  (None)
N-Link Router Port | (None)

| Modify | | Refresh |

Following the Modify button, the administrator will see a list of configurable fields for the IGMP configuration. Once

these fields

are filled in to meet

Updae button at the bottom of the page.

t he

IGMP Configuration

IGMP Status Enabled *

Query Mode | ptp w

Router Mode | | 410 "
Remove Unused Groups

Manual RouterPorts 1o, [|py  []p3 [ ]ps
COes [Oes [Oer  Oes
Clee [dewe Oenn [r12
Ors Oews OOeis Oeis
Oewr CIeiz [Cdeie [r20
CJp21 [Je22 [Jp2s [Jp24
Cle2s [p2s
[ Select All ][ SelectMone ]

[ Update ][ Cancel ]
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IGMP i Configuration, Conti nued?é

The IGMP Status pullown allows the user to enable or disable IGMP completely.

IGMP Configuration

IGMP Status Enabled |+
Disabled

QueryMode | rzmpuppn

Router Mode | p 10 w
Remove Unused Groups

ManualRouterPorts | p)  [py  [Jps  [Jps
COes [es [Oep7  [e8
Cee [Orwe [Oeir [r12
ez [Oeis [eis [Oeis
ez Oee e [Op20
[lp21 [Je22 [JP23s []p24
Cdp2s [de2e
[ Select All H SelectNone ]

I Update H Cancel ]

The Query Mode pultlown allows the user to set query mode for Automatic (the default), On &lveay
Off (never):

IGMP Configuration

IGMP Status Enabled

QueryMode || g |+
Off
On v

K|

Router Mode

Eemove Unused Groups

Manual Router Ports o, [Jpy []ps []ps
[Jps [les [Jp7 [leg
COee [ew e [e12
ez [Ceie [dp1s [ris
Oeiz Oeie [Iee [r20
CJe2z1 [Jez2 [Jp2s [Jp24
[Jp2s [e2s
[ Select All H SelectMone ]

Update Cancel
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IGMP i Configuration,

The Router Mode pull 0 wn

and manual
ports.

y

Continue

de

all ows the wuser to
set router ports.
IGMP Configuration
IGMP Status = Epghled
Query Made | p 10 «
Router Mode | p 15 hd
MNone
Eemove Unused Groups Manual
Manual Router Ports Auto
et ez Oez  Oes
Oes Oes Oer  [Oes
Oee Oew Ceun Cei2
Opis [Oleie [pis [pis
Clpi7 [Jeis [lrie [r20
Cle21 [z [ps [e24
[1p2s [Ir2e
[ Select All ” SelectNone ]
[ Update ][ Cancel ]

The user can specify the manual router ports:

(Revised 201111-15)

choose router
6 Ma n u bowsdno @uter o w s
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