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D H C P Using Dynamic
Host Configuration
Dynamic Host Protocol (DHCP)

Configuration to Simplify Network
Protocol IP Addressing

Dynamic Host Configuration Protocol (DHCP) is used widely in enterprise network applications to

) ] ] ] automatically assign Internet Protocol (IP) addresses to connected equipment. A computer, router
* Dynamic Host Configuration Protocol (DHCP) is

an auto-configuration protocol used on IP networks. or switch with the capability to act as a DHCP server can issue IP addresses dynamically from a
The protocol simplifies addressing, making it
particularly useful in enterprise networks where the
volume of connected devices can be immense.

range or “pool” of pre-programmed addresses.

The server responds to an address request from a DHCP client with an IP assignment which it
+ DHCP protocol was introduced in 1993. The “leases” to the client for a specific time. Lease time is a parameter set in the DHCP server that
standard supports a mix of static and dynamic

) controls when the client must reapply for an IP address. Before
IP addressing. [

DHCP the lease is scheduled to expire, the DHCP client must
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renew the lease with the server by sending a

new request. If equipment is removed

from the network, its IP address is
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Dynamic IP assignment is useful anytime connected equipment does not need a fixed IP address. However, most industrial process control applications require a

specific IP address for each control component. For these sites, fixed IP assignments are critical to the seamless operation of the control network.

When new components are added to the control network, their initial setup includes the registration of their IP addresses with its process controller or PLC. In
control environments, the component must maintain this assignment for a lifetime. This association must remain intact, otherwise the controller cannot locate the
device on the network. When a component is replaced, the new device must be assigned the same IP address to be recognized by its controller. DHCP Option 82
relay switches can be used in conjunction with a DHCP Server to designate IP addresses for field devices connected to specified ports on the relay switch. The

DHCP Server can have an Option 82 relay switch connected to each port.

The relay will intercept DHCP requests from field devices connected to its ports and will create a unicast message to the server with the request and a circuit ID. The
circuit ID contains the IP address of the relay and port number over which the DHCP request was received. The DHCP server will lookup the IP address assigned to
that circuit ID and will respond to the relay switch. The relay switch passes this response to the client device that requested the IP address via the port indicated by the

circuit ID. The key benefit of DHCP Option 82 is that the equipment on each relay port can be replaced at any time and will receive the IP address assigned to that port.
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This means that anyone can replace control devices without the need to program an IP address. The server will assign the same IP address to the new
component as long as it is connected to the same switch port. This function simplifies field maintenance and reduces recovery time caused by failed equipment.

Note—A switch may not receive its IP address from a relay agent using Option 82 if it is connected to the DHCP server via another agent.
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With Option 61, the DHCP server can provide a preprogrammed [P address to field devices based on their Media Access Control (MAC) Address or an entered
ID. This option allows the equipment to move from one part of the network to another while maintaining the same IP address. Option 61 is also useful when test
equipment must maintain the same IP address while being moved to various locations for testing purposes. Additionally, it is used for IP telephone systems allowing

the phone to be relocated while maintaining the same phone number (ID).
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Local or IP Address Allocation
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This form of IP allocation doesn't require a full-featured DHCP Server to be present. The port or local IP address is assigned per port as part of the switch setup.

The switch will intercept the DHCP request from the field device and respond to the request with the IP address provided for that port.
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DCHP IP Address Allocation in Ring Topology
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N-Tron’s N-Ring™ and Rapid Spanning Tree ring management protocols are fully compatible with all DHCP address allocation methods. N-Ring topology permits

only one N-Ring manager. Redundancy can be accomplished using N-Link to couple two N-Rings.

Did you know?

N-TRON?® is recognized around the world for developing and manufacturing high-quality ruggedized products for Industrial Ethernet
automation. The company’s network solutions are the benchmark for quality and reliability, providing exceptional performance for
mission-critical data acquisition and control applications. N-TRON offers a complete line of affordable unmanaged and managed
Ethernet switches, media converters, Power over Ethernet (PoE), and wireless access devices for industrial environments.
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Redundant DHCP Server
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DHCP Option 61 and Option 82

Field Device Fixed IP Assignment
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Two DHCP servers can be configured identically with Option 82 and Option 61 address allocations so that if one server is lost, the other will be available to provide

IP addresses to the field devices. Redundant DHCP servers should not be configured to supply dynamic or pool addressing since these will cause the two servers

to issue conflicting IP locations. If dynamic range address allocation is needed, another network switch can be setup to handle this function.
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